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index

Symbols

` 19, 51
; 50
:: 70
! 20
? 17–18
() 57
{} 52, 105
* 148
% 17–18
<= 18
=> 18
$ 16, 19, 34, 46
$_ 16, 98
$() 147

A

A records. See glue records
AAAA records. See DNS IPv6 

records
about files 475
About_Automatic_variables 46
about_break 50
about_continue 50
About_preference_variables 46
about_Reserved_Words 107
About_Shell_variables 46
About_variables 46
accelerators 25, 77, 495

[ADSI] 76, 78, 124, 145
[ADSISEARCHER] 141
.NET-based 85

[WMI] 89
[WMIClass] 87
[WMISearcher] 88

access levels
cmdlets 358

Account Disabled property 514
Account Locked Out 

property 514
Account tab 139
accounts

moving 145
ACLs 8
actions 34

GUI 167
multiple 174

Active Directory 5, 23, 25, 64, 
67, 73, 75

access methods 77
accessing 78
action on single user 9
administering 241
ADSI 75
attributes 78
authentication 165
authorization 164
automating 76
automation 133
cmdlets 75, 77, 112, 137, 241

moving users 145
creating a user account 133
creating sites 336
database 80
directory entry 125
disable or enable account 144
display specifiers 294
distribution lists 176

DNS records 272
Domain Services cmdlets 454
domain structure 300
drive, creating 463
Exchange cmdlets 161
finding group 

membership 157
forest 292
forward DNS zones 267
group membership 153
Group Policy 113
group scope 155
group types 152
groups 131, 152, 176

bulk creation 152
changing scope 154
creating 152
managing membership 153

mailbox 164
maintenance 337
modifying user accounts 138
module 289
moving users 145
namespace 77
.NET classes 130
object recovery 318
objects 68, 78, 281

methods 80
OU structure 298
OUs 295
password complexity 502
and PowerShell 126
PowerShell provider 115
protection and recovery 315
protocols 77
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Active Directory (continued)
provider 241, 459

administrative tasks 460
schema version 459

recycle bin 318
removing subnets 341
search 105
searching 81

PowerShell 82
searching users 140
sites 334–338
structure 287
third-party tools 76
topology 288, 321–323, 

335, 342
universal group 176
Users and Computers 80, 156
VBScript 80
vs VBScript 65
Windows 2000 146
Windows machine 

renaming 201
WinNT provider 129

Active Directory Lightweight 
Directory Services. See AD 
LDS

Active Directory Rights Manage-
ment Services cmdlets 454

Active Directory Users and Com-
puters. See ADUC

ActiveDirectorySiteLink
class 344, 346, 348
object 346

ActiveDirectorySubnet class 339
ad hoc development 93, 96, 178
AD LDS 76, 125
ADAM. See AD LDS
Add() method 132, 153, 296, 

386
Add-ADPermission cmdlet 354
add-character function 498

usage 501
AddCode 61
Add-Content cmdlet 234, 413, 

510
creating files 236

add-data function 216
AddDays() method 143, 249
Add-DistributionGroup--

Member 182
add-header function 219
Add-Member cmdlet 70, 148

drawback 475
listing subnets 338

Add-OpenXmlContent 
cmdlet 219

Add-PSSnapin 36–37
Add-QADGroupMember 154
address lists 171

hiding a user 172
Add-SDMgplink cmdlet 309
add-text function 219
Add-Type cmdlet 67, 143, 

386, 476
loading assemblies 73

administration
Active Directory 133–288
automating 415
automation 94
interactive 95
remote 223
scripting 95–96
styles 92, 95
tasks 95
who will perform 161

administrators
automation 93
development 95
groups 164
.NET 71
PowerShell features 8
privileges 38
sharing scripts 101
tools 9
UNIX 94

ADO 81
recordset 105, 142

ADO.NET classes 441
ADO.NET pattern 445
ADSI 25, 63, 76

deleting a site 337
listing site links 342
modifying site 

information 337
modifying subnets 340
.NET classes 73
using 75
wrappers 76

[ADSI] accelerator
300, 304, 316

deleting OUs 306
getting group 

membership 158
moving user accounts 145
relationship between 

wrappers 76
ADSIEdit tool 78, 161, 343
ADUC 134, 138–139, 317

discovering OUs 304

display name 293
viewing membership 181

-after parameter 248
-Alias parameter 162
aliases 41, 207

advise against using in 
scripts 13

built-in 477
case insensitive 17
core commands 24
create your own 12
production-ready script 101
script readability 101
in scripts 105, 107
Set-Alias 12
UNIX commands 12
usage 13
utility cmdlets 43

AllSigned policy 38, 115
Alter() method 422–423, 439
appcmd.exe command-line 

tool 385
-Append parameter 192, 236
application logs 250
application pool 393

assigning 398
controlling 397–398
creating 396
default 398
removing 399

$args 57
arithmetic operators 485
arrays

about 48
associative array 47
empty 47
objects 46
values 47

-AsJob parameter 285, 450
-AsSecureString option 128
assemblies

shared 71
assignment operators 486
attachments 370
audit trail

creating DNS records 273
registry 246

auditing 422
-Authentication parameter

381, 388
value 395

autocompletion 31
autodiscovery 374, 376
automatic variables 27, 480
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automating
Active Directory 288
SQL Server 

administration 415
automation 92

Active Directory 75
administration 94
benefits 94
cost benefit 94
definition 315
engine 5, 7
layer 4
scripting 93
scripts 96
toolkit 109–115

B

backtick character 19
See also continuation character

BackupEventLog() method 254
Backup-WebConfiguration 

cmdlet 404, 409
BadItemLimit parameter 173
basicAuthentication node 412
batch files 38
-before parameter 248
Begin parameter 52
best practice 57, 93, 

104–109, 360
analyzing DNS 458
cmdlets 459
Exchange Server 2007 355
models 458
sessions 381
Test-SystemHealth 

cmdlet 356
Best Practice Analyzer 

cmdlets 454
BestPractices module 457
BIOS

information 215, 218
BiosCharacteristics 

property 194
BITS cmdlets 454
bitwise

exclusive 144
operators 486

branching 48
keywords 48

break 50
Buffer Cache Hit ratio 427
Buffer Management Object 427
bugs, hotfixes 196

C

C# 6, 67
cmdlets 102
PowerShell syntax borrows 

from 54
CA 375
calculated fields 98, 200

sorting 231
calendar settings 380
canonical name 519
CAS 168–169
-CaseSensitive parameter 239
*CASMailbox 170
casting 46
catch{} block 104
CCR 359
cd 12, 24

alias 242
HKCU 241
HKLM 241

certificate authority
commercial 116
See also CA

certificates 372
commercial code-signing 116
creation syntax 117
installing 377
requesting 375
root syntax 116
securing 117
self-signed 116, 374–375
skipping certificate check 381
third-party 375

change records 103
child scope 57
children collection 317
CIM_DataFile class 239
Citrix 8, 109
class library

classes 67
namespaces 67
See also .NET Framework

-Class parameter 13, 260
ClearCache() method 266
clear-host command 299–300
Client Access

node 357
role 355

client access server. See CAS
client protocol 424
ClientNetworkProtocol WMI 

class 424
clone() method 86
cloud computing 469

CLR 67
cluster continuous replication. 

See CCR
CmdExec 432
cmdletbinding attribute 504
cmdlets 4–5, 289

bulk creating users 137
capitalization 493
common parameters 14
-ComputerName 

parameter 228, 479
creating users 134
default formatter 44
defined 11
developing 102
-ErrorAction 104
event log 27
Exchange PowerShell 95
file contents 234
files 233
Foreach-Object 16
Format- 16
generic 145
Get-Command 11, 43
Get-Process 15
Group Policies 113
Group Policy 312
grouping 19
help file 17
IIS 385
information 41
interaction 15
large script 101
LDAP filter 519
linking 17
module 125
naming 11
naming conventions 57, 106
.NET 63
.NET objects 66
.NET-based 85
new 27
number of 11
*-Object 13
parameters 13
pipeline input 17
Quest AD 65
remote capability 224
safety net 88
Set-Alias 12
snapins 37
sorting 19
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cmdlets (continued)
Test-Script 104
utility 17, 43
verb-noun syntax 11
Where-Object 12, 15, 21
wrapping 12
Write- 16
XML-specific 406

CNAME records. See DNS alias 
records

code
formatting 108
signing 93

CodeMethod 69
CodePlex 114, 415
CodeProperty 69
Codeset property 195
code-signing certificate 107, 115

viewing 117
Colledge, Rodney 435
COM 60, 63–64

accessing 75
ADSI 64
functionality 73
interfaces 8
Internet Explorer 64
Microsoft Office 64
objects 203

documentation 74
Excel.application 209
naming convention 74
New-Object 75

ScriptControl object 61
similarity to .NET 73
using 73
VBScript 64
Windows Registry 73
WMI 64, 73, 75

comma, avoid 294
command line 39, 92

administration 9
PowerShell 95
script 98
shell 5
tab completion 12
tools 95
utilities 14

command prompt 95
commands

aliases 12
concatenating 50
core 24
predefined 36

comment-based help 506
comments

block 106
in loops 106

Common Engineering 
Criteria 7, 109

Common Language Runtime. 
See CLR

Compare-Object cmdlet
17-19, 263

comparison operator 144, 487
Completed state 451
Component Object Model. See 

COM
$computer

computer name 196
Computer System

information 192–193, 
215, 217, 479

-ComputerName 
parameter 198, 230, 
254, 391

best practice cmdlets 459
cmdlets 228
creating HTML 412
dealing with remote 

servers 226
DNS tests 260
DNS zone contents 269
Get-Counter cmdlet 425
Invoke-WmiMethod 

cmdlet 232
remote DNS servers 263
remote running 191
remote services 228
service cmdlets 228
specifying remote 

machine 208
conditional forwarding

configuring 264
-ConditionalDepartment 180
ConfigData style 219
configuration 32–33

context 337
database 194, 261
files 403
information

configuration database 261
naming context 342, 337
properties 421
report, creating 214

Configuration subcontainer 460

-ConfigurationName 
parameter 381

-Confirm parameter 14, 54, 174, 
211, 233

connectivity cmdlets 357
Connect-Mailbox 175
ConsecutiveFailureCount 332
consistency 423
console files, creating 36
contact 162, 166

creating 166
mail-enabled 174

ContainerName property 269
-ContextType parameter

128, 143, 334
continuation

character 19
line 20

-Continuous parameter 425
ConvertTo-Html cmdlet 412
ConvertTo-XML cmdlet 406
CookedValue property 426
cookies, discovering 205
Copy-Item cmdlet 233
Copy-ItemProperty cmdlet 244
Count property 12
CounterSamples properties 426
CountryCode property 195
CPU

cycles 229
display formatting 98
property 16
resources 96
usage 97, 230

processes consuming 
excessive 231

Create Mailbox Wizard 162
Create() method 86

creating database 434
Saving with 432
used with SMO 438
using WinNT 129, 131

CreateCommand() method 442
CreateDialog property 295
CreateEventSource method 251
CreateInstance() method 86
CreateInstanceFromProperty-

Data() method 274, 277
creating multiple glue 

records 274
CreateInstanceFromTextRepre-

sentation() method 279
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CreateZone() method 265, 267
CreationTime property 410
CRUD

registry data 245
CSV file 136, 163

opening in Excel 212
culture

en-GB 210
en-US 210
U.S. English 210

D

data files
single 435
size 429

data stores 23, 76, 233, 240
database

administration 427
ADO.NET classes 441
backing up 446
configuring 433
creating 360, 433

example 434
creating tables 435
design 433
discovering 427
mounting 361
moving 365
viewing disk space used 429
viewing using Powershell 428

database tables
creating 435

with SMO 437
with T-SQL 436

deleting data 445
inserting data 440
modifying 438
reading data 442
updating data 444

datareader objects 442
datatable object 443
dcpromo utility 323
-Debug parameter 14
default

formatter 44, 193
gateway

modifying 191
group 152
instance 427
namespace 191, 193

Default Domain Policy 314
Delete() method 270, 346, 433
DeleteTree permission 316–317

DeleteTree() method
306, 338, 341

DependentServices 
parameter 226

-descending parameter
17, 97, 183

Description property 336
desktop

desktop namespace 205
folder 203
preserving files 205
viewing contents 204

desktop configuration
automating 189
default namespace 191
presenting 190

DHCP client
dependencies 227

DHCP role 455
Diagnosis and Supportability 

cmdlets 454
DifferenceObject parameter 18
dir 12, 20, 23, 241, 245
Direct Reports 140
directory context 334
directory entry 134, 141, 311

creating 301
group scope 155
user attributes 138

DirectoryServices.Directory-
Entry 304

Disable Mail-User cmdlet 174
Disable-DistributionGroup 179
DisableGlobalCatalog() 

method 326
DisableIPSec() method 284
disaster recovery 269
DisconnectDate 174
disks, classes 199
Dismount-Database cmdlet

361, 365
display names 293

format 294
DisplayOU function 301, 312
distinguished name

162, 301, 519
displaying 303–304

distribution groups 176
creating 177
delegation 178
dynamic 179
modifying membership 182
query-based 179
scripts 182

static groups 179
viewing members 181

distribution lists 155
viewing membership 181
See also distribution groups

DistributionGroup 
cmdlets 177–178

DLLs 37
DN. See distinguished name
DNS

automating 
administration 258

building blocks 271
Conditional Forwarders 

node 265
configuration 258
management console 260
objects hierarchy 258
records 258
round robin 263, 280
servers 259
Service records 260
tools 258
troubleshooting 260, 279
WMI provider 259
zones 259

DNS alias records 271
creating 277

DNS configuration
network connectivity 281

DNS IPv4 records 273
DNS IPv6 records 271

creating 275
DNS mail server records 271

creating 276
DNS Manager Administration 

console 259, 262
conditional forwarders 265

DNS PTR records
creating 278

DNS records
audit records 273
creating 271, 277
deleting 280
discovering 271
querying 279
stale 280
types 271
viewing 268

DNS servers 225
clearing caches 265
configuration 263
discovering 267
documenting 263
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DNS servers (continued)
enabling remote 

administration 261
round robin 

configuration 264
Service records 272
tests 260
Windows firewall 261

DNS zones
Active Directory-

integrated 265–266
creating 265, 267
deleting 270
filter viewing information 268
types 266

do loop 50, 54, 485
testing 56
underused 55

Do not Expire Password 
property 515

Do Not Require Kerberos Preau-
thentication for Logon 
property 515

DOCX extension 214
domain

cross-domain moves 145
distinguished name 301
listing OUs 300, 303
moving users 145
root 150

Domain Admin 322
domain controllers 125, 225, 

323–334
data replication 331
expected values 515
last logon information 146
last logon time 146, 148
services offered 272
Set-ExchangeServer 

cmdlet 358
domain function level 290

discovering 292
FSMO roles 327

domain_name 519
DomainController class 326
DomainDnsZones 

subcontainer 460
dot sourcing 32, 58
dynamic distribution 

groups 179
creating 179
viewing membership 181

Dynamic Host Configuration 
Protocol. See DHCP client

E

Edge servers 355, 358
editors 105, 110
elevated privileges 372, 389
else statement 49
elseif statement 49
EMAC 95, 160, 357

connecting a mailbox 175
disabling a mailbox 174
dynamic distribution 

group 179
script to create distribution 

groups 178
viewing membership 181

email
adding an address 171
address 367

policy 357
alias 164, 175
contacts 167
enabling 164
external 166
external system 165
internal system 165
user aspects 161

-EmailAddresses parameter 171
EMC 370
Enable-JournalRule cmdlet 372
Enable-Mailbox 164
Enable-MailUser 166, 178
Enable-PSRemoting cmdlet 391
Encrypted Text Password 

Allowed property 514
End parameter 52
en-GB culture 210
Enterprise Admin 322
Enter-PSSession cmdlet 392
EntryType property 238
en-U.S. culture 210, 212
[enum] 253
enumerations 70
environment

multidomain 106
error

divide by zero 103
event type 253
handling 104
messages 35

-ErrorAction parameter 14, 104
-ErrorVariable parameter 14
ETS 6
event

creating 252
information 510

monitoring 512
queue 508
registrations 509
types 253
viewer 247

event log 8, 27
audit records 273
backing up 254
clearing 255
cmdlets 247
configuration 254
copying 250
creating 251
creating OUs 297
default 251
default information 248
domain controllers 331
exporting 249
main 250
managing 253–254
new style 254
reading 247, 249
registry 246
source example 252
standard 247
writing to 71, 253

$Event variable 511
EventIdentifier property 510
eventing system 508

cmdlets 509
EventType property 238
Excel 209

opening a CSV file 212
Excel 2007

bug 209
Excel 2010 209
Excel spreadsheets

opening with Invoke-
Item 237

Excel.application COM 
object 209

Exchange
address lists 176
administrators 167, 177
certificate 373
cmdlets 161
database 163, 186
GUI scripts 163
infrastructure 367
maintains address lists 171
organization 176, 357
organization policies 171
Server 2007

distribution group 
cmdlets 176
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Exchange (continued)
server, mailboxes 164
services 227
terminology 159, 165, 174
user aspects 161

Exchange 2007 28
admin tools 28
RTM version 95

Exchange 2010 28
cloud computing 470
remote access 125

Exchange Management Con-
sole. See EMAC

Exchange Management 
Shell 160

Exchange Server 2007 7, 36, 
95, 159

administration
automating 353

best practice 
configuration 355

cmdlets for Active 
Directory 354

configuration 358
Exchange services 227
moving mailboxes 172
for production use 160
roles 355
scripts 355
server roles 168
SP3 161
Windows Vista 161

Exchange Server 2010 380
remote connection 380

EXE files 38
execution policy 33

AllSigned 115
current setting 38
default 96
ExecutionPolicy 37
recommended setting 38

-ExpandProperty parameter 194
Export-* 58
Export-CliXML cmdlet

263, 405–406
Export-Console parameter 36
Export-Csv cmdlet 198, 234, 

251, 270
creating files 236
exporting to CSV file 250
preserving desktop files 205

Export-OpenXMLWordProcess-
ing cmdlet 218

Export-PSSession cmdlet 382
extensibility 9, 36, 70, 110
Extensible Type System. See ETS

F

-f 147
operator 99, 250

Failover Clustering cmdlets 454
FailureAudit log 247
$false 128
fan-in approach 391
Feed drive 24
File System Changed source 

identifier 513
FileExists 60
-FilePath parameter 393
$files 49, 53
files

cmdlets 233
comparing 18
content 19

cmdlets 234
counting 19
creating 235
deleting 236
format 44
organizing 234
permissions 235
reading 237
removing 236
searching 238–239
size statistics 21

filesystem 8
administering 233
as a provider 233
tools 233
watcher event 512

-Filter parameter 199, 282, 411
filtering hotfixes 197
services information 229

filtering 15
built-in 21
combining filters 21
correct use 21
multiple filters 21
Select-Object 22
single filter 21
where to 21
Where-Object 16

cmdlet 21
filters 497

combining 518
PowerShell-based 519

finally{} block 104
FindAll() method 81, 141–142, 

150–151, 343
FindOne() 81
firewall 224

Flexible Single Master Opera-
tions. See FSMO

folder
creating 234
desktop 203
special 203
subfolders 238
virtual directories 402

for
in scripts 105

for loop 50, 54, 484
test files 57
when test occurs 55

foreach cmdlet 165, 237, 299
services 226

foreach command 194, 196
foreach loop 50, 52, 

136–137, 484
creating full name 163
difference with Foreach-

Object 53
ForEach-Object alias 54
reads group membership 157
using 53

ForEach-Object cmdlet 16–17, 
48, 50, 136, 196, 361

alias foreach 54
directory listing 52
domain controllers 334
example 51
loop 163
script block 177

foreign key
adding 440

ForeignKey object 439
Forest 176

context type 336, 342
forest function level

290, 292, 322
discovering 292
FSMO roles 327

ForestDnsZones container 460
ForestMode property 292
Format-* cmdlets 16, 44, 58
Format-List cmdlet

83, 192–193, 238
Format-Table cmdlet 23, 98, 

184, 392, 418
calculated fields 98, 231
discovering disk free 

space 200
domain controllers 324
formatting errors 425
listing OUs 303
listing subnets 339
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Format-Table cmdlet (continued)
mailboxes 362
table format 413

FORTRAN 55
forward DNS zones 266

creating example 267
FQDN 274
free disk space

discovering 199
reclaiming 207
See also disks

Freespace property 200
FreeVirtualmemory property 85
FSMO roles

discovering
example 331

discovering role holders 327
transferring 328–329

fully qualified domain name. See 
FQDN

function keyword 100
functions

action functions 106
advanced 56, 497
aliases 100
creating 34, 37
exporting 502
Get-Command 43
library 109

files 58
naming conventions 108
order 501
scripts 108
startup 37, 58
storing 34
syntax 480
usage 501
variable names 107

G

Gac drive 24
GAC store 71
garbage collection 404
Get-Acl cmdlet 12
Get-ADDomain cmdlet 293
Get-ADDomainController 

cmdlet 148
Get-ADForest cmdlet 293
Get-ADGroup cmdlet 158
Get-ADGroupMember 

cmdlet 157
Get-ADObject cmdlet 291, 295
Get-ADSite cmdlet 354

Get-ADSiteLink cmdlet 354
Get-ADUser cmdlet 140, 158
Get-CASMailbox cmdlet

169–170
Get-ChildItem cmdlet 21, 100, 

460, 505
aliases 20
control application pool 396
directory listing 52
discovering cookies 206
display registry 243
-Force parameter 428
generate listing directory 46
output 49
reading 410
-Recurse switch 48
registry data 243
registry entries 244
restarting an application 

pool 398
synopsis 233
using alias with 394
viewing a key 245
viewing certificates 373
viewing desktop folder 204
viewing multiple HTML 

files 413
Get-ClientAccessServer 

cmdlet 358
Get-Command cmdlet 5, 40, 

171, 177
complementary to Get-

Help 42
Exchange 2007 cmdlets 353
filtered by using Where 112
generates list of 

commands 11
nouns 57
Out-* 58
retrieves cmdlets 

information 12
Get-ComputerRestorePoint 

cmdlet 238
Get-Content cmdlet 195, 234, 

377, 407, 410, 425–426
reading files 237

Get-Date cmdlet 22, 53, 447
backup IIs 

configuration 409–410
creating configuration 

report 218
with locked user accounts 143

Get-EmailAddressPolicy 
cmdlet 367

Get-Event cmdlet 510, 513
Get-EventLog cmdlet 247

reading event logs 250
Get-ExchangeCertificate 

cmdlet 373
Get-ExchangeServer cmdlet 358
Get-ExecutionPolicy cmdlet 38
GetFile cmdlet 60
Get-GuiHelp cmdlet 42
Get-Help cmdlet 13–14, 40, 42, 

475, 506
help files 58
use with cmdlet name 18

Get-Item cmdlet 233
Get-ItemProperty cmdlet 244

registry key value 245
viewing registry key value 

change 246
Get-Job cmdlet 449, 451, 

453, 511
Get-Location cmdlet 313
Get-Mailbox cmdlet 167, 

171–172, 363, 366, 378
moving a mailbox 173

Get-MailboxCalendarSettings 
cmdlet 380

Get-MailboxServer cmdlet 358
Get-MailboxStatistics 

cmdlet 174, 182, 361–362
disconnected mailboxes 187
mailbox sizes 184

Get-Member cmdlet 5, 16, 40, 
66, 69, 171, 203, 208

Active Directory 78–79
deleting DNS records 281
deleting OUs 306
discovering recycle bin 206
DNS server configuration 264
hashtable 47
listing subnets 338
.NET objects 15
object properties 44
process properties 230
psbase 80
retrieves information about 

objects 43
variables 46, 78
WMI 84

objects 86
Get-Module cmdlet 455
Get-OpenXmlStyle cmdlet 219
Get-OrganizationConfig 

cmdlet 357
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Get-Process cmdlet 15–16, 22, 
43, 96, 405

creating files 236
default output 230
preserving desktop files 205
process properties 230
processes consuming exces-

sive memory 231
resource usage 230
sorted output 97

Get-PSDrive cmdlet 5, 24, 40, 
44, 171, 390, 463

discovering disk free 
space 201

Get-PSProvider cmdlet 24
Get-PSSnapin–Registered 

cmdlet 37
Get-QADGroup cmdlet 158
Get-QADObject cmdlet

304, 312
listing OUs 302

Get-QADUser cmdlet
154, 158, 182

Get-SDMADTombstone 
cmdlet 319

Get-SDMgplink cmdlet 312
Get-SDMgpo cmdlet 313

GPO backup 315
Get-Service cmdlet 11, 22, 87, 

260, 413, 419
built-in filtering 21
creating files 236
default mode 226
discovering services 227
managing services 228

Get-StorageGroup cmdlet 359
Get-TransportRuleAction 

cmdlet 369
Get-TransportRulePredicate 

cmdlet 369
Get-TransportServer cmdlet 358
GetType cmdlet 86
Get-UMServer cmdlet 358
Get-User cmdlet 165, 182, 

354, 364
Get-Variable cmdlet 480
Get-Verb cmdlet 465
Get-VHDInfo cmdlet 468
Get-VM cmdlet 466
Get-VMDisk cmdlet 467
Get-WebApplication cmdlet 402
Get-WebAppPool cmdlet 397
Get-WebConfigFile cmdlet 410
Get-WebConfiguration 

cmdlet 404, 412

Get-WebConfigurationProperty 
cmdlet 404

Get-WebSite cmdlet 394–395
Get-WebVirtualDirectory 

cmdlet 403
Get-WindowsFeature 

cmdlet 456
Get-Winevent cmdlet 509
Get-WMIObject cmdlet 86–87, 

89–90, 216, 259, 388
alternate credentials 228
creating a Powershell job 450
default formatter 193
deleting DNS records 281
deleting DNS zones 271
discovering disk free 

space 199
discovering hotfixes 197
discovering service pack 

information 196
DNS records 279
DNS server 

configuration 263–264
filter example 272
IP addresses 280
-Property parameter 85
remote machines 198, 230
viewing DNS zones 

configuration 268
givenname attribute 295
Global Address List 164
Global Assembly Cache. See GAC
global catalog servers 179, 358

disabling 326
enabling 325

global catalog. See global catalog 
servers

global scope 57, 372
$global:members 157
GlobalCatalog class 326
glue records

creating 273–274
GPMC 307

listing GPO contents 313
GPO 188, 287, 295

creating 308
creating backup 314
deleting 309
displaying links 310
linking 308
listing contents 313
managing 307
unlink 309

Graphical PowerShell 110
Grehan, Oisin 495

grep command 238
Group 17, 20
group alias 249
Group Policy 113, 188

cmdlets 307, 454
creating 308
using PowerShell 203
See also GPO

Group Policy Management Con-
sole. See GPMC

Group Policy object. See GPO
group scope

grouptype attribute 155
$group.member 156
grouping 18

cmdlets 19
Group-Object cmdlet 17, 21, 

249, 305, 363
GroupPolicy module 289
GroupPrincipal class 131

group membership 131
groups 78, 146

Active Directory vs local 152
activities 127
creating 130
creating local 130
distribution groups 155
finding members 156
group name 131
group policies 145
group policy 149
local 124, 126, 133
mail-disabling 178
mail-enabling 178
members 156
membership 131
modifying membership with 

WinNT 132
nested membership 156
removing members 132
scope 130–131

GUI
front end 111
tools 94, 145
tools, display names 294
vs. using a script 9

GUID 175, 187, 519

H

Handle property 16, 90
hardware problems

adversely affect 
replication 331



INDEX536

HasMoreData property 451–453
header blocks 106
help files 17, 23, 25, 171, 475

about_associative_array 48
about_break 50
cmdlets 176
compiled 42
Get-Help 43
graphical 42
XML 404

help system 25, 40
cmdlets 41
environment information 41
graphical 42, 110
language information 41
PowerShell version 1 50
two shells 41

here strings 51
terminators 52

hexadecimal
conversions 204
format 204

HiddenFromAddressLists-
Enabled 172

HKEY_CLASSES_ROOT 
tree 241

HKEY_CURRENT_CONFIG 
tree 241

HKEY_CURRENT_USER 
tree 241

HKEY_LOCAL_MACHINE 
tree 241

HKEY_PERFORMANCE_DATA 
tree 241

HKEY_USERS tree 241
Holmes, Lee 34, 73
Home Directory Required 

property 514
$host

typing at prompt 35
$host.privatedata

displays colors 35
HostHeader parameter 389
hotfixes

discovering 195–197
remote machine 391

Hub Transport
node 357
role 355

Hyper-V 114, 322
functions

vs libraries 465
manager 466
PowerShell library 464

I

$i 55, 57
scope 58

IBM 8, 109
-Identity parameter

142, 154, 171
Idera 415
if statement 48

script blocks 52
switch alternative 50

IIS 23, 383
cmdlets 385
drive 24
loading interface into 

PowerShell 66
PowerShell Management 

Console 389
provider 385
remote administration 385
tools 384

IIS 7 7, 64, 73
administration

automating 384
tools 384

backing configuration 409
cmdlets 388

creating a site 389
viewing websites 394

configuration
backing up 409

configuration files 404
reading 406

.NET namespace 386
PowerShell provider 36
provider 388, 390

creating a website 390
remoting 392
WMI provider 387
XML files 404

IIS Manager console 393, 395
IIS: drive 390
IMAP 168

enabling 169
-IMAPEnabled parameter 169
Import-Clixml cmdlet 405
Import-Csv cmdlet 177, 195–196, 

234, 260, 309, 393
reading a .csv file 237

Import-Module cmdlet 125, 
289, 504

Import-PSSession cmdlet 392
Import-SDMgpo cmdlet 315
IN record 274
IncludedRecipients 180

Infrastructure Master 327
InfrastructureRoleOwner 327
InsertionPoint parameter 219
install folder 497
installation 32

install directory 34
package 37
prerequisite 32
profiles created manually 34
update mechanism 33

installed software
discovering 198
Windows installer 198

InstanceCreationEvent class 509
Int64 148
integers 46
Integrated Scripting Environ-

ment. See ISE
IntelliSense 11, 31
interactive 96, 175

prompt 110
Interdomain Trust Account 

property 514
InterfaceIndex property 477
Internal scope 372
Internet Explorer

COM 73
private key 118

Internet Information Server. See 
IIS

internet record. See IN record
InterSiteReplicationSchedule 

property 346, 350
InterSiteReplicationSched-

ule.RawSchedule 
property 348

Invoke-Command cmdlet
382, 392, 401

Invoke-Expression cmdlet 492
Invoke-Item cmdlet 233

reading files 237
Invoke-SQL cmdlet 441
Invoke-SQLcmd cmdlet 443
Invoke-Troubleshooting-

Pack 457
InvokeVerb() method

emptying recycle bin 207
opening recycle bin 206

Invoke-WmiMethod cmdlet
87, 232

IP addresses
configuration example

282–283
creating an array of 265
DNS 264
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IP addresses (continued)
DNS service 261
glue records 273
information 215, 218
modifying 191
preserving information 205
sample file 195
static 283
subnet 338

IP configuration
network connectivity 281
tools 258

IP connectivity 284
testing example 285

ipconfig utility 282
IPEnabled property 282
IPv4

addresses 285
records 275

IPv6
addresses 275, 285
records 273

ISE 27, 36, 105, 454
ISO codes 139
Issue Warning Quota 167
itemcount 183–184
ItemProperty cmdlets 399, 404
itemsize 183
-ItemType parameter 235

J

jobs
background 449
creating and viewing 450
deleting 452
scheduling and 

notification 452
viewing data 452
viewing status 451

journal rules 371
scopes 372

K

-Keep parameter 452
keywords 475, 506
Kill() method 233

L

last logon time 146
approximate 149

LastAccessTime property 54

LastBootTime property 85
LastKnownParent property 319
lastlogon property 146–147
lastlogondate property 148
lastlogontimestamp 

property 146–147, 149
LastSyncMessage property 332
LastWriteTime parameter 206
LCR 359
LDAP

APIs 76
connectivity strings 133
distinguished name 143
filter 65, 140, 142, 149, 517

for finding a user 141
provider 129
query 179
search 141, 153
string 147, 294

-LDAPFilter parameter 463
ldaprecipientfilter property 182
Lee, Thomas 206
libraries, scripts 109
library files 58
like operator 11, 183
Limit-EventLog cmdlet 247
Linux

administrators 5
platforms 5
shells 15

-ListAvailable parameter 455
load statement 127
Load() method 443
loadfrom() method 386
LoadWithPartialName 

method 416
local continuous replication. See 

LCR
local hard disks 200
local machine

-computername 
parameter 254

discovering installed 
software 198

IIS 386
PowerShell jobs 450
report creation example 198
running scripts on 191
sample file 195
service cmdlets 228
Stop-Process cmdlet 232

local user accounts 517
Lock Waits/sec 427
lockout time 143
Locks Object 427

log file 360, 510
locations 422
single 435
size 429

Log Flush Waits/sec 427
logging, problems 331
logical operators 488
login ID 130
login modes 422
-LogName parameter 248
logname parameter 248
logon hours 139
logon scripts 6
logon time 140

last 146
logs, exploring 249
looping mechanisms 50, 56
loops 50, 54

comments 106
conditions 105
inner 56
script blocks 52
syntax reference 484
test folders 54

ls 20
alias 394
command 245

M

machine configuration
classes 191
data subset 192
modifying 191
reporting on 191
See also desktop configuration

machine name 127–128
Mail Exchange records. See DNS 

mail server records
mail servers

configuring multiple 277
preference 277

Mailbox
node 357
role 355

mailbox
adding email address 171
automation 161
bulk creation 163
changing quota limits 168
cleaning 167
configuring 170
connecting to a user 

account 175
consolidating 366
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mailbox (continued)
creating 162
creating for existing 

accounts 164
database 360
deleting 185–186
disabling 173–174, 186
disconnected 174
disconnecting 173
distributing 363
distributing by name 364
distribution 361–362
enabling IMAP 169
entitlement 165
hiding 172
identifying 175
largest 183
lifecycle 172
matching identities 175
modifying 167
moving 167, 172–173, 184
number per database 363
permissions 175
protocols 168
purging 186
quota limits 167
reconnecting 173, 175
reporting sizes 184
resource 377
server 168
size 167, 183
sizes 184

distribution 184
statistics 182
system 183

*-Mailbox cmdlets 167
mailbox database

moving example 365
removing 366

mailbox-enabled 166
users 177, 180

mail-enabled 165, 167, 174
distribution groups 177
group 178
security group 176

makecert
syntax details 116

Manager settings 140
manifest module 498
MAPI 169

protocol 357
matching rule 518
MatchType 144
Math class 70
MaxFileSize parameter 254

-Maxsamples parameter 425
-MaxThreads parameter 367
md alias 235
Measure 17
Measure-Object cmdlet

17–18, 21
Medd, Jonathan 159, 464
-Member parameter 154
memberof attribute 157
members

adding to a group 131
Members tab 156
membership

changing 153
distribution group 179
finding group 158
nested 156

memory 32, 229
memory usage 230

physical 230
processes consuming 

excessive 231
virtual 230

messages
transport cmdlets 358

Microsoft
2008Scripting Games 105
Active Directory cmdlets 125
autocompletion 31
cmdlets 140, 519

account expiry 151
AD group scope 155
bulk creating users 137
disabled accounts 142
group membership 154
last logon times 148
moving users 146
searching 142

CodePlex 114
Common Engineering 

Criteria 109
Common Engineering Crite-

ria for 2009 7
Exchange Server 5
lockedout accounts 144
PowerShell built into 

products 7
PowerShell integration 5
Script Center 60
scripting guide 74
SQL Server 5
Technet Script Center 102
TechNet Scripting Center 31
Trustworthy Computing 

initiative 37

Microsoft Azure platform 471
Microsoft Excel. See Excel
Microsoft Exchange. See 

Exchange
Microsoft Office 73
Microsoft Office applications. See 

Office applications
Microsoft Script Center 41, 64
Microsoft TechNet Script 

Center 82
VBScript examples 209

Microsoft Windows PowerShell. 
See PowerShell

Microsoft Word. See Word
Microsoft_DNS class 263
Microsoft.P* 11–12
Microsoft.PowerShell shell 34
Microsoft.Web.Administration 

classes 386
MicrosoftDNS namespace

259, 266–267
MicrosoftDNS WMI 

namespace 263
MicrosoftDNS_AAAAType 

class 275
MicrosoftDNS_AType class

269, 272
creating DNS A records 273

MicrosoftDNS_Cache class 266
MicrosoftDNS_MXType class

creating DNS mail server 
records 276

MicrosoftDNS_PTRType 
class 272, 278

MicrosoftDNS_ResourceRecord 
class 271, 276, 278–279

MicrosoftDNS_ResourceRecord
class 279

MicrosoftDNS_Zone class 268
mime types 357
MinimizeAll() method 203
mkdir alias 235
MMC 7, 95

GUI tools 7
MNS Logon account 

property 515
*-Module 37
module manifest 503
modules 26, 37, 58, 109, 497

discovering 454
loading 504
types 498

Monad. See SQLPS
Mount-Database cmdlet

361, 365
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Move-DatabasePath cmdlet 365
Move-Item cmdlet 233
Move-ItemProperty cmdlet 244
Move-Mailbox cmdlet

173, 363, 366
Move-QADObject cmdlet 305
Move-StorageGroupPath 

cmdlet 365
MoveTo() method 145, 305
MSDN 66
MX records. See DNS mail server 

records

N

name 147
-Name parameter 135
named instance 420
namespaces 67, 191

default namespace 191
installed 83

naming conventions 57, 108, 
175, 493

verb-noun 57, 108
Windows machine 201

-NamingProperty 
parameter 297

NamingRoleOwner 
property 327

.NET 63
accessing 71
approach 240
arrays 47
assemblies 72
casting 46
classes 67, 73
cmdlets 102
creating a website 386–387
development tools 102
documentation 66, 71
exception (error) 103
Math functions 66
namespaces 76
new cmdlets 37
new snapins 37
PowerShell 5, 32, 39, 64–65
string formatting 99
syntax 61
versions 33, 66

.NET 2.0 33, 66, 76

.NET 3.0 33

.NET 3.5 33, 76–77, 126
documentation 66
finding a locked account 143

.NET 3.5 SP 1 27, 32, 66

.NET Framework 66–67
class library 67
Windows Server 2008 225

.NET objects 4, 6, 68, 73
class properties 68
cmdlets 66
creating 68, 475
extending 70
Get-Member 15
Get-Process cmdlet 15
Handles property 16
persisting 404
pipeline 17, 66
piping 15
System.Diagnostics.Process 16
using 75
variables 45
wrappers 78

NETBIOS name 191
Netmap tool 227
Netsh 466
network card

go into properties 283
network configuration 423

modifying 424
network graphs 227
Network Load Balancing 

cmdlets 454
network resources 164
NetworkAdapterConfiguration 

class 282
networking issues

adversely affect 
replication 331

NetWorkingAdapterConfigura-
tion class 283

New-ADGroup cmdlet 152
New-DistributionGroup 

cmdlet 177
New-DynamicDistribution-

Group cmdlet 180
New-EmailAddressPolicy 

cmdlet 368
-newest parameter 248
New-Event cmdlet 509
New-EventLog cmdlet 247
New-ExchangeCertificate 

cmdlet 374–375
usage example 376

New-Item cmdlet 24, 233–234, 
236, 385

creating a key 245
creating a website 390

creating an application 
pool 397

creating application 
pools 396

New-ItemProperty cmdlet
244, 401

registry key value 245
New-JournalRule cmdlet 371
New-Mailbox cmdlet 162–163, 

354, 377
New-MailboxDatabase 

cmdlet 360
New-MailContact cmdlet 167
New-ModuleManifest 

cmdlet 502
New-Object cmdlet 61, 68, 

203, 304
adding Word document 

text 213
creating a spreadsheet

209–210
InternetExplorer.Application

75
listing subnets 338
type shortcuts 496

NewParentContainer 146
New-Password function

usage example 504
New-QADGroup cmdlet 152
New-QADObject cmdlet

297, 299–300
New-QADUser cmdlet 135
New-SDMgpo cmdlet 308
New-Service cmdlet

managing services 228
New-StorageGroup cmdlet 360
New-TransportRule cmdlet 369
New-WebApplication 

cmdlet 401
New-WebAppPool cmdlet

396–397
New-WebSite cmdlet 389
New-WebVirtualDirectory 

cmdlet 402
NLB cluster 401
Noble, Jonathan 174, 338
NonQuery() method 445
Normal Account property 514
Not Delegated property 515
Notepad 39, 59, 110

experimental test bed 232
NoteProperty property 6, 69, 

338, 468
-notlike 183
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-NoTypeInformation 
parameter 198, 205, 
236, 251

nouns 495
list 112

Novell SPX protocol 282
ntdsutil utility 328
NTFS permissions 115
$null password 134

O

O’Neill, James 464
*-Object 13, 18
Object Identifier. See OID
object recovery 318
-ObjectAttributes 

parameter 140
objectcategory property 142, 

150
objectclass property 142, 150
ObjectEvent class 512
objects 67

Active Directory 68
arrays 46
collection 49
foreach 53
Get-Member 43
.NET 68
New-Item 55
PowerShell 68

ObjectSecurity
collection 317
property 316–317

objectSID property 328
ObjectVersion

attribute 290
property 460

Office 9
Office 2007 209, 214
Office applications

COM objects 209
OID 116
OneNote drive 24
OnTimeInMilliseconds 

property 467
Open method 212
OpenXML 114

documents 214
Power Tools 214
usage example 217

OpenXML format 209, 214
creating Word document 216

ease of usage 219
setting the style 218

operating system
information 192, 215, 217
See also OS 217

operators 46, 475, 485
assignment 47
range operator 47

Organization tab 140
Organizational Unit. See OU
organizationalUnit object 296
Orsouw, Marc van 83
OS

discovering information 194
OU 124, 133–136, 295–307

Active Directory provider 460
bulk creation 297–298
child 165
child objects

discovering 303
delete accounts 145
deleting 306

using cmdlets 307
displaying linked GPOs 310
geography-based 298
groups 178
hierarchy 162
linking Group Policy 

Objects 308
listing 300, 311

example 300
using cmdlets 302

listing contents example 304
moving 305
moving users 145
one at a time 164
protecting 317
report 301
setting Protection from Acci-

dental Deletion 316
structure 287

display example 303
displaying 300

Out-* cmdlets 58
$out1 51
$out2 51
-OutBuffer parameter 14
Out-File cmdlet 192–193, 

234, 270
creating files 236

Out-GridView cmdlet 443
Out-Host cmdlet 41
Outlook

accessing mailbox using 168

Outlook Anywhere 374
Outlook Web Access. See OWA
Out-Null cmdlet 416
output 58

administrative scripts 58
cmdlets 59

Out-SDMgpSettingsReport 
cmdlet 313

Out-String cmdlet 216
-OutVariable parameter 14
OverWritePolicy property 254
OWA 7, 168

enabling 170
self-signed certificates 374

-OWAEnabled parameter 170
OwnerName 269

P

Packet Privacy 388, 395
Page File

information 215
Paged Memory. See PM
PageSize 141
param statement 57, 108
parameters 41

common 14
dynamic 24
Get-Help 13
naming 12
new 25
paging 41
preceded by hyphen 13
property 443
Required? option 13
safety 14
startup 26
wildcards 21

ParentContainer 135
parser 15
partitions

discovering 199
replication 332

PASH 5
-Password 163
password

expiring 150
expiry 149
secure string 128
setting 129
symbols 501

Password Cannot Change 
property 514

Password Expired property 515
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Password Not Required 
property 514

PasswordExpired 130
password-masking 

technique 133
patches. See hotfixes
-Path parameter 135, 242
Payette, Bruce 45, 70, 74
PDC Emulator 327, 329
PdcRoleOwner 327
Pearce, Ben 464
performance 21

large scripts 101
performance counters 418

SQL Server-specific 426
viewing 425

-permanent parameter 186
permissions

delegation 178
physical disks

discovering 199
ping utility 258, 282, 284
Ping-VM cmdlet 466
pipeline 12, 14

$ 46
$files 53
in action 15
current object 16
filtering 15
Foreach-Object 50, 53
information 17
.NET objects 15, 17
objects 22
readability 20
steppable 26
terminating 16

PM 231
policies

address 367
attachments 370
email address policy 368

Policy-Based 
Administration 415

POP 168
cmdlet 357
enabling 169

-PopEnabled parameter 170
Pop-Location cmdlet 243–244
popup method 61
portability 81, 109, 141

scripts 106
Position? option 14
PowerGadgets 85, 395, 426

Invoke-SQL cmdlet 440

PowerGUI 39, 59, 83, 85, 
105, 159

power packs 111
script security 115
scripts 108

PowerShell
32-bit version 33
64-bit version 33
accelerators 78
accessing IIS 385
Active Directory 75, 126
administrative privileges 259
administrator 64
alternative method of 

configuring 36
Analyzer 34
approved verbs 11
automating 

administration 415
automation 92
automation layer 5
based on .NET 60
basics 10
beta 30
blogs 407, 524
case insensitive 11
case sensitivity 136
clearing display 299
cmdlets 11
command line 5, 7, 9
command structure 45
commands 11, 242
commands as background 

jobs 197
commands produce .NET 

objects 6
community 67, 111, 114
Community Extensions

12, 71, 85, 127, 305
Community Extensions 

cmdlets 73
comparison with C# 6
configuration 32–36
Conversion Guide 60
convert from VBScript 31
creating files 235
creating spreadsheet 209
credential 128
deleting DNS zones 270
differing implementation 

styles 55
discovering classes 191
DNS systems 257
downloads 522
elevated privileges 249

environment 102
Eventing library 114
execution policy 37
extensibility 10, 36
extensions 10
filters 519
flexibility 10
functionality 85
functions 24
greatest strength 10
Guy 12
help system 25
importance 7
innovations 448
installation 32
installed drives 23
interactive mode 38
interactive nature 32
ISE 110
language features 45–59
loading .NET assemblies 39
looping mechanisms 50
Mac port 5
in Microsoft environment 4
Microsoft products 7
.NET 32
.NET assemblies 72
.NET objects 4
.NET-based 39
not case insensitive 8
objects 68, 78

persisting 405
wrapper 69

one liner 99, 198
operators 11
overview 4
pipeline 14–15
pipes .NET objects 15
Plus 110
profile 31
prompt 37
provider for IIS 7 388
providers 23, 233
remote administration 223
remoting 391

usage example 391
Remoting project 114
scripts 59
security features 115–119
self-documenting 106
session 392
SharePoint 2010 7
shell 11
snapin 11
Space Invaders 94
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PowerShell (continued)
stages 96
startup 37
support 454
team 34, 73

blog 110
Team blog 89
Toolkit 34
toolkit 59
tools 40, 63, 93
unique features 4
User Group 241
using Active Directory to 

search 81
variables 19
variables inside strings 200
in VBScript 61
VBScript 60
VBScript objects 60
vs. other scripting 

languages 11
weakness 10
Windows 2000 32
Windows platform 5
Windows Server 2008 32
WMI 82–83
writing commands 11
WScipt.Shell object 61

PowerShell Community Exten-
sions. See PSCX

PowerShell file
do not double-click 38

PowerShell jobs. See jobs
PowerShell Plus 105, 113
PowerShell V1

problem areas 6
PowerShell version 1 4, 11

remote machines 64
service cmdlets 228

PowerShell version 2 4, 7–8, 11, 
42–43, 96

$psculture 210
Add-Type 73
beta process 201
calculated fields 98
deleting DNS records 281
DNS tests 260
event logs cmdlets 247
functions 107
Get-ComputerRestorePoint 

cmdlet 238
Get-Hotfix cmdlet 197
Get-PSDrive cmdlet 201
graphical version 110

Invoke-WMIMethod 87
Invoke-WmiMethod 

cmdlet 232
modules 109
new features 25
new parameters for 

services 226
psbase 80, 89
remote services 228
remoting 224
Remove-WMIObject 

cmdlet 87, 232
Restart-Computer cmdlet 202
Server Core machine 225
Start-Process cmdlet 231
upgrading 27
WMI support 64
wrapping registry 

changes 246
XML examples 406

PowerShellPlus 59
PowerTools 114
primary DNS zones 267
PRIMARY file group 435
primary key

adding 439
PrincipalContext 128, 143
printer

sending a test page 207
printer drivers

discovering 208
printing

problems 208
PrintTestPage() method 208
private key 117

importing 117
privileges 88, 322

Administrator-level 38
elevated 113, 126, 372, 389
elevation of 38
security logs 249

Process parameter 52
processes 8, 96, 225

creating 231
usage example 232

current state 235
error messages 22
filtering 22, 230
Get-Process cmdlet 230
identifying CPU and memory 

usage 230
identifying resource 

usage 230
launching 231
longest-running 23

managing 229–230
PowerShell 225
previous state 235
remote machines 230
resource usage 231
running 16, 22
sorted by number of 

handles 15
Task manager 44
terminating 232
top four CPU using

97, 100–101
Processor

information 192, 215, 218
production

environment 31
scripts 106
systems 103

Profile tab 140
profiles 33

actions 34
avoid multiple 34
current folder 35
locations 34
sample 35, 41
scripts 37

Prohibit Send and Receive 
Quota 167

Prohibit Send Quota 167
prompt 45
properties 69

extra 6
Properties dialog 156
-Property parameter 269
PropertyValueCollections 339
protection

from accidental deletion 315
protection and recovery 

mechanism 315
Protection from Accidental 

Deletion
feature 315–316
property 318

ProtocolDisplayName 
property 424

ProtocolOrder property 424
protocols

SQL Server 424
Protocols namespace 77
providers 4, 23, 233

active 24
cmdlets access 24
data stores 240
filesystem 233
Get-PSDrive cmdlet 44
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providers (continmued)
Get-PSProvider cmdlet 24
installed 24
navigation 24
Registry 24
remote machines 224
snapins 37

PS> prompt 36
.ps1 extension 59, 101
.ps1xml extension 480
.psbase 69
.psbase extension 145
.psbase qualifier 305
$psculture 210
PSCX 114, 241, 459

PowerShell Community 
Extensions 114

PSDrives 23
$pshome variable 239, 480
!PsIsContainer 20
.psm1 extension 498
PSSession 392
PSSnapin

name 242
parameter 354
property 12

-Pssnapin parameter 456
.PST file 175
Push-Location cmdlet 242

registry data 243
Put() method 81, 254, 264, 329
pwdLastSet property

134, 149–150

Q

QAD 124
query-based distribution groups. 

See also dynamic distribu-
tion groups

Quest 8, 110–111
Active Directory cmdlets 241
AD cmdlets 124, 161

group membership 181
cmdlets 126, 289, 297, 

305, 519
account expiry 151
AD group scope 155
bulk creating users 137
creating a user 135
disabled accounts 143
group membership 154
last logon times 148
locked-out accounts 144

moving users 146
searching 142

domain controllers 148
snapin 112

Quest Active Directory 36
Quest AD 65
quota

changing limits 167
limits

database level 184
properties 168
settings 168

R

range operator 489
readability 101
Read-Host cmdlet 128, 162
Reboot() method 202
Receive-Job cmdlet 449, 452
RecipientContainer 180
-RecipientFilter parameter 368
recommendations 507
RecordData property 280
recreating contents 269
-Recurse parameter 20, 236, 238
recursion 156
-Recursive parameter 157
recycle bin

discovering 206
emptying 207
opening 206
viewing contents 206

REF 214
reference data 514
reference object 18
ReferenceObject parameter 18
Regedit.exe 240, 245
Regional and Language 

settings 210
registry 240

accessing 241, 243
altering 240
changing key value 246
creating entries 244
deleting data 246
displaying 243
key values 243
managing data 245
path 242
provider 240
reading 243
sections 241
updating and deleting 

data 246

regular expressions
searching files 239

ReleaseDHCPLease() 
method 284

remote administration 223
remote capability

firewall 224
PowerShell version 2 224, 233

remote desktop 423
Remote Desktop 

Connection 466
Remote Desktop Services 

cmdlets 454
remote machine

accessing 432
accesss 224
copying scripts to 393
creating databases 433
discovering installed 

software 198
Get-WmiObject cmdlet 259
PowerShell 391
printing a test page 208
running scripts on 191
service cmdlets 228

Remote Server Administration 
Tools 28

remote services
ComputerName 

parameter 228
WMI 229

remote sessions 392
RemoteSigned policy 38
remoting 26, 32, 475

in Exchange 2010 161
IIS 384
PowerShell 391
usage example 391

remoting capabilities 380
Remove() method 132, 154
Remove-DistributionGroup-

Member cmdlet 182
Remove-EmailAddressPolicy 

cmdlet 368
Remove-EventLog cmdlet 247
Remove-Item cmdlet 48, 54, 

207, 211, 233, 433
deleting subnets 342
removing backups 410
removing files 237
removing registry key 246
removing web 

applications 403
removing websites 400
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Remove-ItemProperty 
cmdlet 244

deleting registry key 
value 246

Remove-Job cmdlet 449, 453
Remove-Mailbox cmdlet

186–187
Remove-Module cmdlet 504
Remove-PSSnapin cmdlet 37
Remove-SDMgplink cmdlet 309
Remove-SDMgpo cmdlet 309
Remove-WebAppPool 

cmdlet 399
Remove-WebConfigurationProp-

erty cmdlet 404
Remove-WebSite cmdlet 399
Remove-WindowsFeature 

cmdlet 456
Remove-WmiObject cmdlet

87, 232
deleting DNS records 281
deleting DNS zones 271

Rename() method 201
Rename-Computer cmdlet 201
Rename-Item cmdlet 233
Rename-ItemProperty 

cmdlet 244
RenewDHCPLease() 

method 284
Renouf, Alan 189, 464
-replace operator 251
Replace() method 339
replication

domain controllers
multiple 332
single 331

examining 331
force 333
interval 344
monitoring 331
problems 342
schedules 346
site links 342, 344
state 333
synchronization

examining 331
topology 345
triggering 333

replication latency 329
replication schedules

displaying 347
setting 349

ReportHTML parameter 313
RequiredServices 

parameter 226

RequiresElevation property 457
-ResetPassswordOnNextLogon 

parameter 163
ResetSchedule() method 349
Resolve-Assembly 127

import parameter 73
resolve-group 157
resolve-membership 

function 158
resource mailboxes 377

creating 377
viewing 378

resources
cmdlets 358
processes 229

Restart-Service cmdlet
managing services 228

Restart-WebAppPool 
cmdlet 398

Restart-WebItem cmdlet 396
restarting an applicaiton 

pool 398
Restart-WebSite cmdlet 396
Restore-GPO cmdlet 315
Restore-QADDeletedObject 

cmdlet 319
Restore-SDMADTombstone 

cmdlet 319
Restore-WebConfiguration 

cmdlet 404
Restricted policy 96
Resultant Set of Policy 

report 310
Resume-Service cmdlet

managing services 228
reverse DNS zones 266

creating example 267
RID Master 327
RidRoleOwner 327
rootDSE 328, 337

connecting to 330
deleting a site 338
listing subnets 338
modifying subnets 340

RootDSE domain 294–295
Rottenberg, Hal 464
RoundRobin property 264
routing

priorities xxv
RSAT download 125
Run as Administrator 38, 126, 

208, 249, 284, 372
RunSpace 392

S

S.DS 76, 124
assembly 322
namespace 289
wrapper 77

S.DS.AD 67, 76–77
discovering function 

levels 292
namespace 289–290, 322

safety parameters 14
SAM database 129, 519
samaccountname 175, 177
SAN 375
SAPIEN 61
schema 289–295

version 290
Schema subcontainer 460
SchemaRoleOwner 

property 327
scope

types and how they work 57
SCR 359
script

cmdlets 504
debugging 27
internationalization 26
module 498
vs. using a GUI 9

script blocks 6, 45, 49, 52
-Begin parameter 52
catch{} 104
enclosed with braces 12
-End parameter 52
finally{} 104
functions 100
indenting 108
-Process parameter 52
scope 57
try{} 104

Script property 514
-ScriptBlock parameter 392
ScriptControl object 61
scripting 93

for administration 95
ADSI 73
aesthetics 104
automation 64
environments 93
guidelines 104
similarity to interactive 96
WMI 73

scripting languages 5, 45
actions 45

ScriptMethod method 69
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ScriptProperty method 69
scriptproperty property 6
scripts 59–61

advantage 100
aliases 107
automation 96
avoid heavily aliased 13
code signing 93
comments 101, 106
debugging 105, 107, 129
default behavior 39
error handling 103
Exchange Server 2007 355
execution 39
functions 108
Get-Command 43
GUI examples 95
guidelines 104
header 101
IntelliSense 31
large 101
lifecycle 102
local machine 191
maintainability 107
maintenance 102, 109
naming conventions 108
parameters 108
portability 106, 109
potential errors 104
PowerShell 93
production 105
production-ready 101
.ps1 extension 101
removing 103
repositories 102
running 37–38
safety 102
script-design 96
security 115, 162
signing 107, 115
storage 108
testing 103–104, 106
things to avoid 105
variable names 107
VBScript 31
when to stop 105

SDM Software 8
cmdlets 113, 289, 314
GPMC cmdlets 308
Group Policies 307
tombstone cmdlets 318

SDMSoftware.Power-
Shell.AD.Tombstones 
snapins 319

search
creating 141
disabled accounts 142
end date 151
filter 151
index 355
number of results 141
path 39

current folder 39
root 141

$search.PageSize 141
secondary DNS zones 267
secure certificate 117
secure string 128, 133
security 8, 93, 107

automation 115
blocking execution 39
groups 131, 155
principals 77

Security Account Manager. See 
SAM

Security event log
elevated privileges 253

security groups 176
security identifier. See SID
security logs 249

elevated privileges 249–250
Select 13, 17, 169
select statement

calculated fields 200
Selected.System.String class 338
Select-Object cmdlet 17, 408, 

418, 425, 430
alternative form of 

filtering 22
calculated fields 98
discovering installed 

software 198
domain controllers 324
ExpandProperty 

parameter 419
selecting processes 231

Select-String cmdlet 238, 459
advantages 239
usage example 407

Select-WebConfiguration 
cmdlet 404

Select-XML cmdlet 408
usage example 407

self-signed certificate
creating 116

Sender property 510
Send-MailMessage cmdlet 150
server

objects 421

protocol 424
roles 168

server administration 225
automating 224
diagnostic information 224
remote 223

Server Core
managing 225
Windows Server 2008 R2 225

Server Trust Account 
property 514

ServerManager cmdlets 455
ServerManager object 386
ServerNetworkProtocol 

class 424
ServerNetworkProtocolProperty 

class 424
Servers property

refers to domain 
controllers 335

service cmdlets 228
WMI 229

service packs 33, 420
discovering 195
version numbers 196

Service records 260
discovering 272

services 8, 225
display 356
display name 226
management cmdlets 228
status 226
testing 356
troubleshooting 226

Services administration tool 226
sessions

best practice 381
Set-ADObject cmdlet 295, 318
Set-ADSite cmdlet 354
Set-ADSiteLink cmdlet 355
Set-AdUser cmdlet 140
Set-Alias cmdlet 12, 35
Set-AuthenticodeSignature 

cmdlet 118–119
Set-CASMailbox cmdlet

169–170
Set-Content cmdlet 55, 234, 413

creating files 236
SetDailySchedule() method 349
SetDNSDomain() method 284
SetDNSServerSearchOrder() 

method 284
SetDynamicDNSRegistration() 

method 284
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Set-EmailAddressPolicy 
cmdlet 368

Set-ExchangeServer cmdlet 358
Set-ExecutionPolicy cmdlet

38–39
SetGateways() method 284
SetInfo() method 81, 130–131, 

152, 154, 296
SetIPConnectionMetric() 

method 284
SetIPXFrameTypeNetwork-

Pairs() method 284
Set-Item cmdlet 233
Set-ItemProperty cmdlet

244, 399
changing registry key 

value 246
Set-Location cmdlet 24

parameter 242
registry data 243

Set-Mailbox cmdlet
167, 171–172

Set-MailboxCalendarSettings 
cmdlet 379–380

SetOffline() method 429
SetOnline() method 428
Set-OpenXmlContentStyle 

cmdlet 219
Set-OrganizationConfig 

cmdlet 357
SetPassword method 129
Set-QADObject cmdlet 295
Set-QADUser cmdlet 140
SetSchedule() method 349–350
Set-Service cmdlet

managing services 228
remote services 229

SetTcpipNetbios() method 284
Set-TransportServer cmdlet 358
Set-WebBinding cmdlet 389
Set-WebConfiguration 

cmdlet 404, 412
Set-WebConfigurationProperty 

cmdlet 404
SetWINSServer() method 284
SharePoint 2003 7
SharePoint 2007 7
SharePoint 2010 7
shell

base 34
command 11
functionality 36
interactive 45
multiple 36, 41
piping data 14

Shell object
creating 203
minimizing windows 203
viewing desktop contents 204

Show-EventLog cmdlet 247
Shutdown-VM cmdlet 466
SID 328, 519
SideIndicator property 18
#SIG 119
signed script

signature block 119
signing 107, 115
simplematch parameter 311
Site Active Directory 343
site bindings 401
Site class 388
site links 322

creating 344–345
deleting 345
forest level 349
listing 342

by site 344
modifying properties 345
See also links

sitelink object class 343
siteobject property 339
sites 322

container 340, 342
creating 336
deleting 337
discovering single site 335
links 342
listing 335, 342
metadata 337
modifying 337
properties

modifying 337
SizeLimit property 141
Small Business Server 2008 7
Smartcard Required 

property 515
SMO 64, 415

backing up databases 446
creating database tables

436–437
creating databases 433
discovering databases 427
loading into PowerShell 66
modifying database tables 439
SQL Server Agent jobs 431

sn attribute 295
snapins 34, 102

assemblies 72
compiled DLLs 37
Exchange cmdlets 161

Get-Command 43
new cmdlets 37
new providers and cmdlets 37
registered 37

Snover, Jeffrey 89, 96
software asset management 

system 198
Sort cmdlet 17, 206
sort direction

default 97
sorting 18

cmdlets 19
Sort-Object cmdlet 17, 20, 206

processes 231
Sotnikov, Dmitry 225
source

event 251
server 332

spam
confidence level junk 

threshold 357
statistics 355

special characters 493
special folder 203, 519

representative values 204
Special Operations Software

8, 110
special operators 491
specialized log 251
sphinx container 460
-split operator 311
split() method 312
Split() operator 339
spreadsheets 209

adding data 211
creating 209, 211
opening with Invoke-

Item 237
workbooks 210

SQL Server 4–5, 23
administration 418

automating 415
configuration

modifying 422
viewing 421

PowerShell Extensions 415
protocols 424
provider 24
services 418
usability 423
viewing versions 420
WMI provider 423

SQL Server 2000
WMI provider 425
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SQL Server 2008 7, 415
Administration in Action 435
loading functionality 417
remote machines 224
snapins 418

SQL Server Agent jobs 415
creating 430

example 431
SQL Server Agent Proxy 432
SQL Server Agent service 430
SQL Server Management 

Objects. See SMO
SQL Server Management 

Studio 417
SQL Server provider 417
SQLPS 416
SRV records. See Service records
stack 242

default 242
named 243

-StackName parameter 242
stale records 266
standard

development lifecycle 96
names 493
verbs 493

standby continuous replication. 
See SCR

Start-Job cmdlet 449–450
StartMode service 87
Start-Process cmdlet 232
Start-Service cmdlet

managing services 228
Start-Sleep cmdlet 389
startup

functions 37
parameters 26

Start-WebAppPool cmdlet 397
Start-WebItem cmdlet 397
Start-WebSite cmdlet 395
static

groups 179
methods 70
properties 70

Steppable pipelines 26
Stop-Computer cmdlet 202
Stop-Job cmdlet 449
Stop-Process cmdlet 231–232
Stop-Service cmdlet 88

managing services 228
stopping services 228

StopService() method
-whatif parameter 229

Stop-WeAppPool cmdlet 397

Stop-WebItem cmdlet 397
Stop-WebSite cmdlet 395
storage groups

creating 359–360
folder structure 360

stored procedures
reading data example 443

string concatenation 147
string operators 489
StringCollection 436–437
stub DNS zones 267
subject alternate name. See SAN
subnet 322, 338–342

container 338, 340
creating 338–339
deleting 341
listing 338–339
location 339
mask 282, 284
modifying 340–341
sites 337

SuccessAudit log 247
-SuppressBackups 

parameter 218
Suspend-Service cmdlet

managing services 228
switch statement 48–49, 

194, 291
default clause 50

# symbol
comment 106

symbol list 501
syntax

borrows from C# 54
system

remotely restarting 202
shutting down remotely 202

System Center Virtual Machine 
Manager 464

system configuration 191
discovering 192
information 192

System Documentation 194
system log 248, 250
System.Convert class 204
System.DayofWeek class 348
System.Diagnostics.EventLog 

class 251–252
System.Diagnostics.Process 

class 16
objects 405

System.DiagnosticsEventLog 
class 253

System.DirectoryServices. See 
S.DS

System.DirectoryServices.
AccountManagement 67, 
77, 124, 126–127, 130, 143

System.DirectoryServices.Active-
Directory. See S.DS.AD

System.DirectoryServices.Active-
Directory.ActiveDirectory-
Schedule 346

System.DirectoryServices.Active-
Directory.ActiveDirectory-
Schema class 290

System.DirectoryServices.Active-
Directory.Domain 
class 146, 297, 301, 323

System.DirectoryServices.Active-
Directory.DomainCon-
troller class 325, 329

System.DirectoryServices.Active-
Directory.Forest class
292, 324, 335

System.DirectoryServices.Active-
DirectoryAccessRule 
class 317

System.DirectoryServices.Active-
DirectoryRights class 316

System.DirectoryServices.Direct
oryEntry 78

class 495
System.DirectoryServices.Direc-

toryEntry class 67, 78
System.DirectoryServices.Direc-

torySearcher class
67, 78, 141

System.DirectoryServices.Proto-
cols classes 67, 77, 319

System.Enum class 253
System.IO.FileInfo class 46
System.IO.FileSystemWatcher 

class 512
System.Management.Manage-

mentClass class 86
System.Management.Manage-

mentObject class 86, 89
System.Math class 70
System.Security.AccessCon-

trol.AccessControlType 
class 316

System.Security.Principal.
NTAccount class 317

T

tab completion 12, 39, 100, 168
parameters 12

tab expansion function 25
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TargetPath property 146
Task manager

processes 44
tasks 93

Exchange-related 161
TCP/IP

properties 283
protocol 282
stack 275

TcpPort property 424
TechEd EMEA 27
TechNet Script Center 110
Tee alias 17
Tee-Object cmdlet 17, 23
Telephones tab 140
Temporary Duplicate Account 

property 514
test folders

creating 385
Test-Connection cmdlet

258, 285
testing 9

do loop 56
for loop 56
scripts 104
stopping 106
test files and folders 56

Test-Path cmdlet 60, 211, 
237, 399

Test-ServiceHealth cmdlet 355
Test-SystemHealth cmdlet 356
Text command 445
text files

searching 239
text() method 408
time to live. See TTL
TimeGenerated property 249
TimeSpan objects 99, 151, 249, 

432, 480
TimeWritten property 249
ToFileTime() method 149
tombstone

cmdlets 318
object 318

toolkit
ADSI 63
automation 109–115

tools 40
Active Directory 78

top four CPU using 97
totalitemsize property 184–185
TotalProcessorTime property 99
TotalVirtualMemorySize 

property 85
transactions 26

TransactSql job step 432
transfer, vs. seize 328
TransferRoleOwnership 

method 329
transport database 355
transport rules 368

attachments 370
cmdlets 369

traps
drawback 104
statement 103

TriggerSyncReplicaFromNeigh-
bors() method 334

Trim method 216
troubleshooting

event logs 247
IP connectivity 284
PowerShell-based 456
testing network 

connectivity 279
TroubleshootingPack 

module 456
$true 128
Trusted for delegation 

property 515
Trusted to Authenticate for Del-

egation property 515
Trustworthy Computing 

initiative 37
try{} block 104
try-catch blocks 104
Try-Catch-Finally 26
T-SQL

automating 
administration 415

creating database tables 436
insert command 441
SELECT statement 442
UPDATE command 445

TTL property 266
TTL value

DNS records 274
type 3 disks. See local hard disks
type files

XML 404
type operators 490
-Type parameter 297, 302
type shortcuts 495
TypeParagraph() method 214

U

U.S. locale 210
unary operators 490

UndoMinimizeAll() 
method 203

Unified Messaging
node 357

unique key
adding 439

-Unique parameter 157
universal groups 176
UNIX

administrators 5, 9, 94
aliases 41
command aliases 12
grep command 238
help system 40
platforms 5
PowerShell 9
shells 15

unlimited 168
Unregister-Event cmdlet 509
Unrestricted policy 38
update mechanism 33
update sequence number. See 

USN
Update-EmailAddressPolicy 

cmdlet 368
UPN 519
up-to-dateness vector. See Upto-

DatenessUSN
UptoDatenessUSN 332–333
Use DES Key Only property 515
user

mailbox enabled 162
user account control

flags 514, 517
listing 516

user accounts 162
Active Directory 133, 151
ADSI 124
automating local 133
bulk creation 163
consistency 123
creating 124, 127, 133, 162
creating local 127, 129
deleted 140, 145
disabled 142
disabled accounts 140
disabling 144
display names 293
empty 128
enabled state 163
enabling and disabling 144
existing 164
expiring 151
Get-User 165
local 517
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user accounts (continued)
locked 143
locked-out accounts 144
mail enabled 166
management automation 133
mass creation 133
migrating 303
modifying 138
moving 145
New-Mailbox cmdlet 354
New-QADUser 135
searching xxiv, 141

user features 203
user name

attributes 134
user principal name 163
user, expected values 515
useraccountcontrol

134–135, 142
attribute 515
disabling an account 144

User-Display specifier 295
userflags attributes 517
UserFunctions module 498
UserPrincipal class 128
users 78

accounts 77
See also user accounts

activities 127
and passwords 143
bulk creation 135
creating 134, 164
creating in bulk 133, 136
finding 140
hidden 172
IMAP 169
linked 176
local 124, 126, 133
logging problems 331
mail-enabled 174
mobile 170
organizing 145
passwords 149
permissions 130
searching 140
single user 94, 135
visible 172

Users container 463
-UsersOnly parameter 151
USN 332
utility

cmdlets 17
See also cmdlets

V

-value parameter 236
Value Proposition 414
variables

$ 34
automatic 27, 46, 128, 

169, 480
camel case 107
capitalization 107
definition 45
environment 46
Hungarian notation 107
initialization 105, 107
inside strings 200
memory 32
names 46

descriptive 107
.NET objects 45
predefined 46
references 32
scope 58
shell 46
start with $ 19
system 24
user-defined 24
values 46

VBScript 7–8, 95
administration scripts 60
based on COM 60
COM-based 9
converting to PowerShell

31, 42, 59
debugging 82
files 38
native tools 9
PowerShell 61
in scripts 105
testing 82
when introduced 9
WMI 82

VBScript-to-Windows 60
verb groups 494
verb naming conventions 244
verb-noun 57

naming 108, 368
syntax 173, 234

-Verbose parameter 14, 401
verbs

list of approved 11
verbs() method 207
VersionString property 420
VHD

compacting 468

disk usage 468
status 467

virtual directories 401–402
creating 402
removing 403

virtual disk capacity
checking 468

virtual hard disk. See VHD
virtual machines 31

compacting 469
determining uptime 467
status 466

virtualization 449, 464
Vista 28
Visual Studio 114
VMware 8, 109, 322

cmdlets 464
[void] 127

W

Wait-Job cmdlet 449
warning event type 253
Warning information 247
web applications

creating 401
removing 403

web configuration file
modifying 411
reading 410

web farm 384
configuring multiple 

machines 400
removing websites 399

web pages
creating 413

webadministration 
namespace 386, 394

WebItem cmdlet 396
websites

configuring on multiple 
machines 400

controlling status 395
creating with IIS cmdlet 389
creating with WMI and 

.NET 387
modifying configuration 398
recycling 396
removing 399
restarting 395
viewing 393–394

-WhatIf parameter 14, 49, 54, 
105, 174, 202, 228, 233

StopService() method 229
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WHERE clause 13, 17, 20, 112
as a filter 200

where cmdlet 174
Where-Object cmdlet 12–13, 

17–18, 21, 46, 170, 172
filtering 16
running services 228
Where 11

while loop 50, 54, 56, 75, 485
in scripts 105
test folders 57
when test occurs 55

wildcards 14
Win32_Bios 194
Win32_ComputerSystem 

class 83, 216
renaming Windows 

machine 201
Win32_DiskDrive class 199
Win32_DiskDrivePhysicalMedia 

class 199
Win32_DiskDriveToDisk-

Partition class 199
Win32_DiskPartition class 199
Win32_DiskQuota class 199
Win32_LogicalDisk class 199
Win32_LogicalDiskRoot-

Directory class 199
Win32_LogicalDiskToPartition 

class 199
Win32_LogonSessionMapped-

Disk class 199
Win32_MappedLogicalDisk 

class 199
Win32_NetworkAdapterConfigu

ration class 477
Win32_NTEventLogFile 

class 254
Win32_OperatingSystem 

class 193–194
remotely starting and shut-

ting down 202
service pack version 196

Win32_PingStatus class 285
Win32_Printer class 208
Win32_PrinterDriver class 208
Win32_Process 85–86

class 232, 413
object 509

Win32_Process WMI class
remote machines 230

Win32_Processor 83
Win32_ProcessStartTrace 

class 510

Win32_ProcessStopTrace 
class 510

Win32_Product class
discovering installed 

software 198
Win32_QuickFixEngineering 

class 196
Win32_Service class 229, 419
Win32_Service WMI class 228
Win32Shutdown() method 202

parameter values 202
Windows 9

Active Directory 133
administration 18, 73, 92, 94
administrators 65
Automation Snapin 114
capitalization 239
event logs 246
executables 38, 43
Explorer 71
findstr command 238
firewall 261, 284
Forms 64
GUI 92, 95
interactive shell 94
NT 9
operating systems 32
OS failure 5
registry 240
SDK 116
Server 2003 126
services 22
special folders 519
storage area for 

certificates 372
VBScript 95
versions 9

Windows 2000 95
PowerShell cannot be 

installed on 32
scripting guide 74

Windows 2003 32, 38
Vista 33
XP 33

Windows 2008
ADUC 161

Windows 2008 R2 453
Windows 2008 Server Core 6
Windows 7 4, 25, 28, 33, 38, 453

PowerShell enabled by 
default 32

tools for IIS 7 385
Windows BitLocker Drive 

Encryption cmdlets 454

Windows Essential Business 
Server 2008 7

Windows Explorer 38
Windows Installer 33
Windows machine

minimizing windows 203
renaming 201

Windows Management 
Framework 32

Windows Management Instru-
mentations. See WMI

Windows Registry 23
COM object installed 73

Windows Remote Management. 
See WMI

Windows scheduler 231
Windows Server 2003 28

DNS 258
provider for DNS 259
SP2 32

Windows Server 2008 4, 7, 25, 
32–33, 38

ADUC 139
ASP.NET 225
DNS 258
DNS IPv6 records 275
DNS WMI provider 259
event logs 248
My Documents replaced 34
new event log 255
Protection from Accidental 

Deletion feature 316
Server Core 32, 225
tools for IIS 7 385

Windows Server 2008 R2 28, 38, 
75, 113, 161, 284

Active Directory cmdlets 125
AD 65
DNS 258
lastlogondate 148
OUs 297
PowerShell enabled by 

default 32
PowerShell v2 installed on 7

Windows Server 2008 SP1 32
Windows Server 2008 SP2 32
Windows Server Backup 

cmdlets 454
Windows Server Core. See Server 

Core
Windows Task Scheduler 433
Windows Vista 32–33, 38, 83

DNS IPv6 records 275
event logs 248
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Windows Vista (continued)
installing Exchange Server 

2007 tools on 161
My Documents replaced 34
new event log 255
tools for IIS 7 385

Windows Vista SP1 32
Windows XP 38, 126

Service Pack 2 32
SP 3 32

WindowsPowerShell folder 497
WinNT

ADSI provider 129
creating local groups 131
modifying group 

membership 132
provider 129

WinPe environments 6
WinRM 2.0 32
winrm service 391
[WMI] 89–90
WMI 8, 60, 63, 82–90, 191, 391

authentication 388
class 14
class naming 193
configuration 

information 262
creating a site 387
creating objects 387
creating PTR records 278
deleting DNS records 280
desktop information 191
discovering hotfixes 196
discovering installed 

software 198
DNS configuration 258
DNS server configuration 262
enabling remote access 261
events 508
filter example 283
filtering DNS zones 

information 269
IIS administration 385
managing services 229
namespaces 191, 386
network configuration 423
object properties 193
paths in cmdlets 239

PowerShell 82–83
printing 208
provider for DNS 258
remote machines 216
remote services 229
remote systems 224
service pack version 196
services 228
starting processes 231
subscriptions 511
support for PowerShell 64
system configuration 192
system information 193
VBScript 82
viewing DNS zones 

contents 269
vs VBScript 65
Win32_OperatingSystem 194
Windows Vista 83

WMI provider for DNS
administrative privileges 259
conditional forwarding 265
creating multiple mail server 

records 276
deleting DNS zones 270
displaying text 

representation 272
text representation of 

records 271
WMI namespace 259

WMI Query Language. See WQL
[WMIClass] accelerator 86–87, 

265, 387
creating a DNS zone 267
creating DNS A record 

example 273
starting a process 232

WMIExplorer 83
WmiIPRoute class 476
[WMISearcher] accelerator

87–88
when to use 89

Word 209
Word COM object 214
Word documents

adding text 213
creating 213

creating a configuration 
report 214

from a PowerShell script 214
Word.Application object 213
Worie, Michiel 417
workbooks

Open method 213
working set size 230
Working Set. See WS
Workstation Trust Account 

property 514
WQL 87, 199

query 88
Write-* cmdlets 16, 58
Write-EventLog cmdlet 247
Write-Host cmdlet 49, 52, 

419, 467
services 226

WS 231
WScript.Shell object 61
WS-Management

protocol 381
See also Windows Remote Man-

agement

X

Xen 322
XML 209

configuration files 240, 403
files 40

searching 239
format files 481
reading 406
reading example 406
selecting node data 408
Select-String cmdlet 407
verbosity 405

XPath
cmdlets 404
creating Word document 214
Select-XML cmdlet 407

Z

Zone forwarder 267


