index

Symbols

$? variable 259-260, 418
$_ variable 163-164, 170, 201
in trap block 266
$args 179, 181, 185
$error variable 256
$error[0] 257
$ErrorActionPreference
variable 262, 264, 266
$ExecutionContext variable 246
$false variable 106, 141
$foreach variable 157, 200, 330
$host members 270
$host variable 270, 279
$host, RawUI 271
$input variable 199, 201
$LASTEXITCODE
variable 260
$matches 164
$matches automatic
variable 109
$MaximumErrorCount
variable 256
$Mylnvocation variable 281
$NestedPromptLevel
variable 278
$null 158, 186, 265
variable 117, 141, 263, 302
$OFS variable 81, 178,228,316
$PROFILE variable 482
$PSHOME 48

$PSHome 244

$PSHome/types.pslxml configu-
ration file 342

$PWD shell variable 357

$switch variable 168, 200, 330

$this member 229

$this variable 228

$true variable 141

+= operator 302

< operator 139

=and operator 113

> operator 138

>> operator 138

Numerics

1/$null expression 257
2> operator 138
2>&1 operator 139
2>> operator 138

A

about_Assignment_operators
help text 302

access remote event logs,
example 508

accessible 156

accessing COM objects 399

accidental
code injections 248
execution 206

accumulate 156, 213
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acronyms 26
action 333, 379
activator APIs 352
Active Directory (AD) 512, 515
schema 513
Active Directory Application
Mode. See ADAM
active directory domain
information 499
Active Directory Service Inter-
face. See ADSI
ActiveScript
engine 415
language 416
AD. See Active Directory
ADAM, Application Mode 512
adaptation 223
existing member 236
extending objects 223
adaptation layer, COM 394
adapter 59
add 89
children to a node 324
elements to an XML
document 323
extending instances 224
members 223
new language elements 250
property 226
ScriptMethod 227
XML attributes 324



addExpressionRule, PowerShell
grammar 526
addition 92

addition operator, hashtables 92
AdditionOperatorToken, Power-

Shell grammar 529
Add-Member 233
cmdlet 224, 235
admin tasks 436
ADO 58
ADSI 58, 437
object adapter 513
Type Shortcut 513
algorithm 193
binding 289
comparison 104
compression 425
hash 441, 453
Secure Hash 456
alias 34, 76
property 225
provider 309
aliased member 226
AliasProperty 225
AllSigned execution policy,
definition 451
alternation operator, regex 304
anatomy 27

Anchor property, Winforms 376

animated agent feature 412
animations 415
anonymous
filter 202
functions 220
APIs 7
activator 352
byte-oriented 369
GDI+ 388
host 270
interoperation with 54
surfacing management 422
AppActivate() method,
WScript.Shell 404
append 140
application architecture 379
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application developers 283
architecture 253
arguments 45, 133, 169,
179, 188
arithmetic 18
calculations
cmd.exe 479
expressions 304
operator methods 96
array 71, 131, 194-195
catenation 89
indexing 71, 318
literals 71
multiplication 93
of indexes 132
operators 89
Perl vs PowerShell 493
subexpression 119
Array class 243
array indexing, VBScript vs
PowerShell 497
array of characters 245
converting to string 228
string as 227
ArrayList 197
arrayLiteralRule, PowerShell
grammar 527
-as operator 117
ASCII 141
encoding 318
files 314
ASCII encoding 318
AsSecureString parameter 466
assemblies 345
assets, definition 445
assignable elements 99
assignment 69, 91
expression syntax 97
expressions
as value expressions 100
operators 96, 144
AssignmentOperatorToken,
PowerShell grammar 528
assignmentStatementRule,
PowerShell grammar 521

asynchronous event
handling 369
attack, definition 444
AttributeSpecificationToken,
PowerShell grammar 529
authentication, definition 446
authorization, definition 446
AutolT tool 405
automate system administration
tasks, security 465
automate, Active Directory 518
automatic type conversion
117,285
automatic variable 170
$this in scriptblocks 228
definition 246
automating an application 396
Automation Model 396
automation tool 251
AWK 170
command 489
language 490

backquote 39

backslash 41

backtick 39

base class 233

base member, on hashtable 302
bash 4

basic dialog 391

basic error handling 293

basic string processing 304
begin clause 301

begin keyword 202
Beginlnvoke() method 350
begin-processing 46

best practice, security 467
binary data 307

binary files, working with 313
binary operator 137, 171
bind from pipeline 288
binder 28
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binding
objects, data and
methods 222
process 288
bitmap files 315
bitwise operators 113
bitwiseExpressionRule, Power-
Shell grammar 526
BitwiseOperatorToken, Power-
Shell grammar 528
blacklisting, definition 446
block of code 265
blogger 437
.BMP file 316
boilerplate code 376
[bool] 85
Boolean 189
bottom-tested 152
bound 186, 289
Bourne shell family 488
branching 161
break 159-160, 162, 166
keyword 266
breakpoint 279-280
command 280
browser
cache 309
window 405
building
code 245
graphical applications 371
menus 379
objects in PowerShell 222
built-in commands 31
cmd.exe 481
button control 373
bypass
adaptation layer 325
type adapter 424
by-reference 73

Cc
C# 149, 155, 197, 437

considerations 353
typeof() operator 136
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cache, temporary Internet
files 310
caching security 454
calculated 17
calculated field 232
calculations 56
calculator buttons 384
calculator process 432
call operator 248, 264
"&" 216
scriptblocks 218
call stack 282
CallArguementSeparatorToken,
PowerShell grammar 528
Calling functions 183
Cancel button 374
candidate 83
canonical aliases 306
capture errors 257, 261
capturing
error objects 253, 259
error record 253
errors 256-257
cartoon characters 412
cascading consequences 472
-case option 163, 165
case-insensitive 17, 92, 148
case-sensitive 103, 164
CaseSensitive parameter 320
cast notation 75
with variables 142
casting 116
string to array of
characters 228
tovoid 119
to XML 286
casual scripting 268
catch 268
categories of COM object 417
-ceq operator 101
Certificate Export Wizard is
OK 463
certificate file 457
Certificate Manager tool
(Certmgr.exe), 462

Certificate snap-in 457
chained 80
char array 351
character encodings 313
characteristics 20
checksum function 319
child process 308
Church, Alonzo, lambda
notation 216
CIM. See Common Instrument
Model
class
definition 238
keyword, implementing 241
root 394
class.psl 238
Clear() method, eventlog 508
clipboard 411
CLIXML format 342
clobbering output 141
Close() method 353
closing tag 330
cmd.exe 4, 144, 260, 306, 314
/c option 260
basic navigation
commands 477
calling from PowerShell 487
getting exit code 210
security 441
cmdlet 27-28, 30
coverage 393
stops 264
cmdletBodyRule, PowerShell
grammar 525
cmdletCall, PowerShell
grammar 521
CmdletNameT oken, PowerShell
grammar 529
code
execution 445
injection 448, 472
injection attacks 248
codecs installed 425
CodeMethod 225
CodeObject 427
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CodeProperty 225
code-signing 456
coding exercise 442
collection 86, 90, 158, 161,
175, 200, 257
Command Information 218
collection comparisons 105
left operand 105
polymorphic collections 105
right operand 105
collection of commands,
snap-in 292
collection of lines 300
collection of objects, WMI 433
collection of phrases, array
literals 414
Collections 105
Count property 106
colon, in variable names 143
colors, tracing statement 272
column styles 379
ColumnCount property 380
COM 58
adaptation 393
adapter issues and
limitations 417
collection 399
objects, issues 415
comma operator 145
command 157, 177
arguments, scriptbocks 216
completion 16
discovery 216
elements 334
history 6
information 221
line 203, 255, 269, 288
mode 41
name element 333
name resolution 217
type 218
CommandInfo 217
FunctionInfo subclass 221
commas 179

534

CommaToken, PowerShell
grammar 528
comment block 453
Common Instrumentation
Model (CIM) 393, 422
common scriptblock 383
ComObject parameter 393
comparison operator
case sensitivity 101
design rational 102
left-hand rule 102
comparisonExpressionRule,
PowerShell grammar 526
ComparisonOperatorToken,
PowerShell grammar 528
compile time 245
compiled script 247
compile-time error, type
conversion 142
compiling scriptblocks 245
complete statement 43
Component Object Model. See
COM
compound assignment
operators 96
computer security 441, 475
ComWrappers.pslxml types
extension file 420
concatenate 62, 180
collection of files 313
strings 497
condition 152, 154
condition part 150
conditional matches 165
conditional statement 148
console 139, 253
console-based 34
constant expression folding 257
constant variables 141
constructor arguments 351
constructors 84
-contains operator 106
performance advantages 107
continue 159-160, 166
Continue, Error preference 262

control panel
applet 402
appwiz.cpl 403
desk.cpl 402
control structures 215
control transfers 267
Controls member 373
convenience aliases 35
conversion 79, 90
conversion error 143
converted 29, 184
ConvertFrom-SecureString
cmdlet 467
converting
an existing VBScript 425
arrays to strings 316
ConvertTo-Html cmdlet 369
ConvertTo-SecureString
cmdlet 467
convoluted 159
copying 90
files 477
Core Cmdlets
Clear-Item 306
Copy-Item 306
Get-Content 307
Get-Location 306
Mkdir 307
Move-Item 306
New-Item 306
Remove-Item 306
Rename-Item 306
Set-Content 307
Set-Item 306
Set-Location 306
Count property 179
counting loop 153
create
drives 307
eventlog 510
generic collections 391
generic instance 358
instances 350

objects 233, 237
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create (continued)
user object Active
Directory 513
variable 142
Create()
Active Directory 513
WMI 432
CreateElement() 323
CreateNavigator() 336
CreateObject(), VBScript 496
CreateProcess() API,

debugging capabilities 271
debugging complex

scripts 281

debugging feature 275
debugging messages 270, 279
debugging PowerShell
scripts 270

debugging technique 279
debugging tool 281
debugging, tracing, and log-
ging features 293

features 293

tool 291

tracing and logging 252
dialog box 456
DialogResult property,

Winforms 376
digital signature 454
Directorylnfo 233

object 236
discard

empty array elements 300

Win32 450, 471
credentials, WMI 422
critical operations 261

cryptography 441

DEBUG tag 272
declare 56

declare parameters 181

error messages 263
output 140
distinguishedName property,
Active Directory 518
distributed 8
Distributed Management Task
Force (DMTF) 422

decrement operator 118
default aliases 477

default clause 162

default state parameters 288

currency symbol 138
current

directory 156

e).(ecu.tion Rolicy 451 define PR
pipeline object 337 class 238 o o 57
scope 209, 280 functions 220, 273 D i

state 400 types 239 ock property 373

dollar sign 143
domain 112

information 499
domain-specific languages 237

working directory 88
Current property 200
CurrentDirectory static

method 355

definitions, command
information 218

DeleteTree() method, Active
Directory 518

custom objects, creating 215 deleting Don't Panic 3
files 477 doskey o
D function 221 macro substitution 486
Danom virus 442 variable 277 to?l' 485
data abstraction 237 -delimiter parameter 317-318 utility, powershell 486
data binding 385 denial of service, definition 445 dot 135
Data General 8 depth parameter 342 opérator 133
data structure 145 descendent script 211

XML element 338 sourcing 211

XML Nodes 322
description property,
defining 227
design decision, contentious

example 98
data tables 518
datagrid control 385
DataGrid, data binding 387
date object 426
[datetime] 104
dayofweek property 227
debug 196

dotting a script or function 210
double 57

double quotes 206, 246
double-click 449

issues 101 double-colon operator, accessing
destructive 79

device, WMI 434

static members 146
double-quotes 54, 61

debugger language 277 diagnostics do-while 152
debugger operations 277 capabilities 294 doWhileStatementRule, Power-
debugging 48, 213, 271, 293 error 257 Shell grammar 524
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Drawing assembly 376
Drawing function 379
drawing objects 390
brush 390
rectangle 390
drive 204
Dump-Doc function 329
dumping
errors 258
script call stack 281
dynamic 56
dynamic language 215,222,237
environments 277
security 447
dynamic link library (DLL) 346
dynamic parameters 288
dynamic scope 190, 192, 213,
239, 474, 495
dynamically constructing
instances 352

E

-ea parameter 262
Eclipse minicomputer 8
ECMAScript (JavaScript),
JScript 416
edit.com 34
elastic 34
syntax 180
element 69, 174
attributes 330
nodes 333
type of the collection 288
Elevation of Privilege,
definition 445
elseif 149
clauses 149
condition 148
keywords 149-150
token 522
EMACS 108
employee Active Directory 514
empty array 158
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empty PSObject 240
Enable strong protection box,
Certificate Export
Wizard 463
encapsulate 222
-encoding 53
encoding 141
parameter 318
writing binary files 318
-encoding parameter 141
encryption key, security 467
end keyword 202
end scriptblock 338
end-processing 46
EndProcessing clause 289
entered interactively 257
EnterNestedPrompt()
method 279
$host 279
enumerable 158
enumerable collection array 90
enumeration 300
enumerator 157
env namespace 143
environment variables 143, 146
cmd.exe 478
-eq 101, 104
error
behavior 262
catching 241
conditions 252
handling 252-253
handling mechanisms 293
message 184, 2006, 263
object references 259
objects 139, 196, 252, 255,
258-259, 268
records 253, 266
redirection 138
formatting 139
stream 196
text 253
variable 258
error action policy 268
error action preference 262-263

Error Record Property
Categorylnfo 254
ErrorDetails 254
Exception 254
FullyQualifiedErrorld 254
InvocationInfo 254
TargetObject 254

erroraction parameter 262-264

erroractionpreference
parameter 264

error-handing 268

ERRORLEVEL 210

ErrorRecord 252

ErrorVariable. parameter 257

escape 40
processing 311
removal

by the interpreter 311
in the provider 311
sequence 41
wildcards 310

ev parameter 259

evaluates 173

event handler 373, 390

event log entries 292

event records 291

Event Viewer tool 291

eventlog entry type 292

EventLog object 507-508

Events 371

exact matches 165

examine the error 257

exception 255, 265-266, 294
C# and VB.Net 252
object 268
terminating error 265

Exchange 518
Management console 293
team 293

executables 307

execute 218

executing code at runtime 245

execution path 475

execution policy 206, 459,
464, 475
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execution resumed after an
exception 267
execution stopped error 263
ExecutionPolicy property 451
exit
code 260
function 282
keyword 209
nested prompt 279
scripts 209
statement 209, 279
with code 0 260
expandable 61
ExpandableStringToken, Power-
Shell grammar 528
expanded 16, 40
ExpandString() method 247
Explicit Cast Operator 84
explore objects 233
Explore() method, Shell 397
Explorer 6
exploring PSObject
metaprogramming 233
export a certificate 462
Export-CLIXml 343
Export-CliXml emdlet 339
Export-Window function 401
expression member with Select-
Object 232
expression mode 41
expressionRule, PowerShell
grammar 526
expressions 17, 145, 175, 257
extend 223
objects 233
runtime 250
type system 48
eXtensible Markup Language.
See XML
extension 32,223
external 177
external commands 260, 437
extra parameters 390
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extracting information 298
multiple XML elements 337
XPath 336

F

-f operator 80, 137
factored commands 477
factories 422
fatal exception 369
Fibonacci example 97
fields 50
file 18
File Association 449
file names, matching 107
file not found error 257
file, process whole 300
Filelnfo type 133
FileInformation 156
FileLog parameter 291
files, drives and navigation 305
filesystem provider 144
FileVersionInfo property 492
filter 201, 220
filtering output 253
finallyStatementRule, Power-
Shell grammar 524
findstr command 319, 482
fine control 264
finger-memory 481
first error 264
firstPipelineElement, Power-
Shell grammar 521
fl command 35
flow control 18, 23, 147,
149, 176
adding new 238
flowControlStatementRule,
PowerShell grammar 525
flush the changes 434
WMI 435
fmtData function 409
for loop 153
for statement, cmd.exe 482
for tokens=, cmd.exe 483

-force parameter 248, 468

foreach 171,176

foreach keyword 155

foreach loop 155,272

foreach statement 153, 155, 157

foreach-object 170

foreach-object cmdlet 21, 130,
155-156, 170-171, 202,
215-216, 220, 301, 337

foreachStatementRule, Power-
Shell grammar 523

forensic tools 465

Form function 379

Form.Activate 374

formal arguments 186

formal parameters 181,
185-186

format operator -f 80, 137, 146

format specifier 137

format string 137

formatExpressionRule, Power-
Shell grammar 527

format-list cmdlet 48, 427

FormatOperatorToken, Power-
Shell grammar 529

format-table cmdlet
48,231, 337

formatted display 303

formatter 50

formatting 48
and output subsystem 303
and output system 137
strings 137

forWhileStatementRule, Power-
Shell grammar 523

foundation 54

fragments of script code 264

freespace 22

full debugging 276

full tracing 273

full-fledged cmdlets 213

FullName 65, 235, 347

fullname 91

Fulton, Scott 442
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function body 178
function calls 273
function cmdlet 220
function definition 217, 219
changing 221
entry 205
function drive 204, 213, 248
function keyword 212, 222
function parameter 186, 269
function provider, function
drive 221
function scoped 209
function: drive 220-221
function:/mkdir 204
functionDeclarationRule,
PowerShell grammar 525
FunctionInfo 221
functions 31, 178, 194, 201
drive 306

G

garbage collection 330

GDI (Graphics Device
Interface) 388

generate a script 207

generated an error object 259

generating 157

generic dictionary 359-360

generic type 358
closed generic type 359
open generic type 358

geometry managers 371

get an enumerator 467

get input, $host 271

get WMI objects 422

GetAssemblies() method 349

Get-AuthenticodeSignature
cmdlet, security 460

Get-BatchFile function 484

Get-ChildItem cmdlet 34, 477
command information 217
synthetic properties 223

get-command 34, 217, 455

Get-ComRSS function 407
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Get-Content cmdlet 98, 145,
168, 313, 316, 326
syntax 313

working with binary files 317
Get-Credential cmdlet 466, 468

get-date 64, 139, 187
Get-Digg script 408
Get-Domainlnfo Script
example 500
Get-Employee function
example 515
GetEnumerator() method 345
Get-EventLog cmdlet 291, 505
limitations 508
Get-ExecutionPolicy
cmdlet 451
get-help cmdlet 141, 334
Get-HotFixes script 505
example 503
Get-Item cmdlet 259, 262, 287
Get-ItemProperty cmdlet 451
GetLength() function,
VBScript 415
Get-MachinesMissingHot-
fix.ps1 Script
example 504, 519
Get-MagicNumber script 316
get-member 221
Get-Member cmdlet 253, 299,
305
COM 396
examining objects 222
static members 223
Get-Members cmdlet 133
Getmembers() method, listing
object members 95
Get-PfxCertificate cmdlet 464
get-process 29, 154
Get-Process cmdlet
in WinForms example 385
WMI 432
get-sched script, example 511
Get-SoftwareFeatures.ps1 script,
example 501
Get-Spelling.ps1 script 409

GetType() method 56
getting an objects type 99
GetTypes() method 349
get-variable cmdlet 282
Get-WmiObject cmdlet
423, 429, 438, 496
Get-XPathNavigator
function 336
gigabytes 65
Global Assembly Cache
(GAC). 348
global context 143
global functions 239
global modifier 193
global scope 246
global variable 191, 193
goto statement 159
cmd.exe 483
grammar 27
graphical programming 249
graphical user interface 293
graphics programming 387
greater than 149
grep command 319, 489
grouping 119
expressions 119
objects 303
Group-Object cmdlet 303
GUID,
System.__ComObject 419

H

handle embedded single
quotes 402
handles 172,217
resource management 330
hashLiteralRule, PowerShell
grammar 527
hashtable 66, 184, 239
button objects 384
extending 245
keys 301-302
member 302
operators 89
use with Select-Object 232
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help cmdlet-name 307
help topics 319
helper function 239
here-string 60, 63, 207-208
VBSCript 427
Heresy, PowerShell 45
hex digits 90
hex dump function 315
hexadecimal 66, 138, 316
history 487
home directory 402
host APIs 270, 294
host interfaces 271
host version 270
how commands are run, cmd.exe
vs powershell 480
how to load assemblies 391
Howard, Michael 445
HTML 407
document 365
table 370
tags 301
HTTP
GET method 408
protocol 369
request 369, 409
response 365
http://www.dmtf.org 422
DMTF Website 422

1/O redirection 140

[Comparable 104

IDictionary 66

IEEE Specification 1003.2,
POSIX Shell 8

IEnumerable interface 158, 345

-ieq operator 101

if 23, 148

if Statement 148

ifStatementRule, PowerShell
grammar 522

IList 85
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implementation decision, con-
catenation hashtables 92
implicit 103
Implicit Cast Operator 84
import a SecureString 468
Import-CLIXml cmdlet
341, 343
Import-Csv cmdlet, Active
Directory 515
increment operator 62, 118, 152
Increment the loop variable 281
indent level 330
index of command in
pipeline 255
index operation 218
indexes 132
indexing with a variable 132
indirect property name
retrievals 135
infamous clippie 412
information disclosure
attack 449
definition 444
inheritance 243
hierarchy 234
initialize 62, 153
multiple variables 100
parameters 181
initializer 188, 269
initializer expression 187
in-memory buffering 144
inner 160
innermost call 283
InnerText() method 324
input 200
input redirection 139
Input Validation 447
-InputObject 38
Insert() method string 493
inspecting 278
installable software 305
installable, providers 306
installation directory path 244

installed software features,

listing 500
instance 241

creating 239, 242

extending 244
instance members 136
instances, extending 223
[int] type 116
integer 56, 184

expressions 265

truncation 103
integrity 446
intellisense 16
interactive 172
interactive command interpreter,

security 450
interactive commands 429
interactive mode 277
interactively 150
intercept 100
Internet Explorer, COM

Object 405
InternetExplorer.Application.1.

395
interop assembly 418
interop problem 399
interoperate, COM 399
interpreter 28, 148,

189, 249, 272
intervening characters 111
invalid file name, security 448
invocation intrinsics 250
InvocationInfo member 255
InvocationInfo object 282
invoke scriptblocks 215
InvokeCommand 246
Invoke-Display function 414
Invoke-Expression 81, 370

security 447
Invoke-Expression

cmdlet 245-246, 277

evaluating math

expressions 384

security 472
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InvokeMethod() method,
COM 421

Invoke-MSAgent function 415

InvokeScript() method 247

invoking a command
indirectly 217

ipconfig.exe command 450

-is operator 116-117
testing types 226

-isnot operator 116-117

ISO 66

issues with COM 417

Item() parameterized
property 399

ItemNotFoundException 255

iterate 158

iteration 151, 161

Iteration, cmd.exe vs
powershell 482

J

jagged arrays 145

JavaScript 223, 415

join 135,518

join lines 300

join() method 228

joining strings 136

joining Strings, String.Join
String.Join() method 300

JScript functions 417

JScript language 416

jump 160

K

key available 369

keyboard macros 485

keys 67

keys property 302

key-value 67

keyword 148, 171, 182
adding 239, 243

Kidder, Tracey 8

kilobytes 65

Korn shell 9
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L

label, select-object 428

lambda 216

language 54
extending 237

language elements 238

language features 297

launch 33

launch an arbitrary
executable 309

lawn gnome mitigation 445

layout manager 371

LDAP (Light-weight Directory
Access Protocol) 513

leading zeros, numeric
comparison 102

least frequently used word 302

left aligned 138

left operand 95

left-hand rule, operators 90

legitimately signed 462

Leibniz 5

length 145, 167

length property 133

levels of indirection 133

lexical 37, 63
ambiguity with type
literals 136
scoping 190

library of functions 211
Winforms 376

lifetime 190

lightweight 67

-like operator 108, 161

limit, number of errors
recorded 256

link fields 408

LISP 216

list 49

list of colors 390

list of functions, function
drive 220

list of keys 302

list of properties 134

list of property names 134

list of words 301
list option, WMI 423
list parameter 320
ListenerOption parameter
284, 286
listing trace categories 285
LiteralPath parameter 312
little-language technique
237,384
live objects 507
definition 490
Load() method 348
loading assemblies 379
loading XML Documents 327
LoadWithPartialName()
method 347
local certificate store,
definition 454
local scope for variables,
cmd.exe 480
Local User Administration
dialog 469
local variable 229
localhost 370
logical complement 174
logical disk object 436
logical operators 113
logicalExpressionRule, Power-
Shell grammar 526
LogicalOperatorToken, Power-
Shell grammar 528
logicalpath 308
lookup word definition 405
loop 63, 152, 159, 165
counter 154-155
iteration 272
tracing 274
keyword 237
processing 166
termination 279
looping construct, adding
new 237
LoopLabelToken, PowerShell
grammar 529
lossy serialization 339

INDEX



low-level tracing 283, 294

Ivalue, PowerShell grammar 521

IvalueExpression, PowerShell
grammar 521

M

macro expansion 487

magic number 316

magnitude 57

MainModule property 492

make a secure 467

MakeCert.exe program 455

MakeGenericType()
method 359-360

malware, definition 442

MAML (Microsoft Assistance
Markup Language)
description element 331, 333
para element 331

management 7

management model 23

management object model 421

Management.EventQuery,
WMI 434

Management.ManagementPath
object, WMI 436

ManagementEventWatcher
object, WMI 434

managing errors 256

mandatory 149, 169

mandatory arguments 188

mandatory path parameter 316

manifest 346

manipulate scriptblocks 222

manipulating code 222

match 167

match group 111

Match object 305

-match operator 109, 161,
164, 304

matched 110, 161

matching parameter 288
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matching process 162
matching quote 39
[math], sqrt() 384
MDS5 hash algorithm 441
Measure-Object cmdlet 490
megabytes 65
member collection 235
setting the property 236
member types 222, 224
members 158
memory
consumption 256
resource management 330
Menu 379
menu, displaying 363
MenuBar, Internet Explorer 400
Menultem 379
merging streams in assignment
statements 140
message box 403
metacharacters 312
metacharacters in files 309
metaprogramming 214, 249
method argument commas 299
method call 135, 283
C# vs PowerShell 495
syntax 135
method invocations 135
methods 136, 225
Microsoft Developer
Network 234, 348
Microsoft Exchange 293
Microsoft Management Console
(mmc.exe) 471
Microsoft Office
applications 405
Manipulating with
COM 409
Microsoft security response 442
MinusMinusToken, PowerShell
grammar 529
missing hot fixes 503
mitigation, definition 445

mkdir function 52, 204
MMC (Microsoft Management
Console) 457
Mébius 51
model, definition 444
Model-View Controller, applied
to namespaces 144
modifiers 237
modulus 94
Monad 5
most commonly used word 302
MoveNext() method
157-158, 169
MoveToFirstAttribute()
method 330
MoveToNextAttribute()
method 330
moving files 477
MS agents 438
MSAgent class, COM 405
MSDN 53
MSDN blog site 361
MSDN documentation,
ProgID 394
MS-DOS architects 317
MSH/Cibyz worm 443
MSI file 420
Msxml2.DOMDocument 394
multi-dimensional array
131, 145
multiple assignment
97, 144, 181
example with type
qualifiers 98
Fibonacci example 98
Multiplier 65
multiplyExpressionRule, Power-
Shell grammar 527
multiplying 89
Multiplying numbers 92
MultiplyOperatorToken, Power-
Shell grammar 529
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multi-scope catch 268
multi-threaded apartment
(MTA) mode 417
multivariable assignment

207, 390

N

name member with Select-
Object 232
Name parameter 285
Name property 235
named capture 111
named parameter 182-183, 288
namespace 204
notation variables 143
qualifiers 193
native 32
native commands 28, 260
native date converter 428
n-dimensional arrays 131
-ne 101
negative indexing 130, 302
nested data structures 145
nested interactive session 277
nested loops 160
nested pipelines 316
nested prompt 277
subshell 278
nested prompt level 279
nested session 279
nested shell level 280
nested statement 176
NET API 391
.NET assembly, loading 406
NET class 437
NET coverage 393
NET exceptions 268
NET frameworks 283, 334,
391
NET interop wrapper 418
NET method 357
NET type conversion 286
NET WebClient object 407
NET XML APIs 357
NET/COM Interop library 393
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network programming 361
new error 257
new interactive session 279
new language features 243
new object 240
new session 277
__new_instance function 239
New-Employee function,
example 515
New-Item cmdlet 249, 306
newline 44
newline character 317
new-menuitem scriptblock 384
new-menustrip function 384
new-object 4
New-Object cmdlet 235, 351
COM 393
limitations with generics 359
New-Object command, VB-
Script vs PowerShell 496
New-PSDrive cmdlet 307
news aggregation site 408
NewScriptBlock() method 247
NextMatch() method 305
NextRunTime property, task
scheduler 511
No to All 275
-noclobber parameter 141
non-numeric string 91
non-PowerShell
applications 308
nonstructured exit 159
non-terminating errors 252, 261
non-zero value 261
notation 67
-notcontains operator 106
note member 242
note property 512
definition 226
setting 230
notepad.exe 33
notepad.exe command 308
NoteProperty 225, 229
with ScriptProperty 230
NoteProperty object 235

notype parameter 519

nouns 237

number of occurrences 301

number of pipeline
commands 255

number of revolutions 390

number of words 300

NumberToken, PowerShell
grammar 529

numeric comparison 102

numeric context 105-106

numeric conversion rules 103

numeric literals 64

(o)

object being assigned 274

object constructor 283

object normalization 224

object stream 230

object-based shell 298

ObjectNotFound error 255

object-oriented 185, 223

offset in the script 255

OK button 374

on error, VBScript vs
PowerShell 498

one-dimensional arrays 131

one-way hashes 453

op_ 88

op_Addition 88

op_Division() method 96

opacity 388

Open() method 353

OpenDataBase(), Windows
Installer 421

operand 116

operating on binary data 113

operator semantics 114

operators 87, 145

Option all, tracing 285

Option Explicit 276
VBScript 497

-Option parameter 285

option syntax 477

—or operator 113
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organizational unit, Active
Directory 515
origin 0 352
original 92
original type definition 342
origin-zero 72
out-default 52
outer scope 267, 269
OuterXml property 337
Out-File cmdlet 53, 140,
313, 318
synopsis 141
Out-Host cmdlet 53
Outlook Express 451
Out-Null cmdlet 52
output and formatting sub-
system, v.s. VBScript 429
output message 263
output objects 263
output redirection 138
formatting 139
merging error and
output 139
output stream 253, 313, 411
Out-String cmdlet 53
overriding a method 233
overwriting output 141

P

PadLeft() method 316
page, displaying 408
param keyword 208, 213
param statement 208, 219, 390
parameter binder 47-48, 288
algorithm 289
steps 288
trace category 287
parameter processing 188
ParameterArgumentToken,
PowerShell grammar 529
parameterDeclarationExpres-
sionRule, PowerShell
grammar 526
parameterDeclarationRule,
PowerShell grammar 526
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parameterized macros,
doskey 487

parameterized property,
definition 399

ParameterizedProperty 225

parameters 31, 45

ParameterToken, PowerShell
grammar 528-529

parameterWithIntializer, Power-
Shell grammar 526

parent scope 282

parentheses 119, 135

Parse() 84

parseCallRule, PowerShell
grammar 527

parsing 25, 37, 257, 512
modes 42, 183
process 311

partial cmdlet names 16

partial name 347

pass by reference 493

passed 179

—passthru parameter 226

password 466, 468

Password property,
ProcessStartInfo 471

PATH environment
variable 450

path parameter 289, 313

PATHEXT environment
variable 450

patience, practice, and
experimentation 311

pattern matching 114, 161, 165
operators 107

peer-to-peer networks 443

Perl 9, 26, 108, 180
security 441
vs PowerShell 493

Personal Information Exchange,
Certificate Export
Wizard 463

PHP 26

physical path 308

Pi 78

pipe operator 478
pipeline 45, 71, 148, 150, 199
pipeline object 288-289
pipelineRule, PowerShell
grammar 521
PKI. See Public Key Infrastruc-
ture
plus-equals 73
point class 238
polymorphic 89
behavior 145, 185
definition 72, 88
Popup method,
WScript.Shell 403
port number 364
positional parameters 183, 189,
288, 290
PositionMessage member 255
POSIX 9, 27
postfix operators 118
postfixOperatorRule, PowerShell
grammar 527
PowerShell
as a management tool 252
basic navigation
commands 477
basic structure 54
blog 364
call operator & 480
community 421
errors 255
event log 291, 294
grammar 149
help files 330
help text files 300
installation directory
319, 334
interpreter 283, 304
language, extending 238
path 308
provider 307
provider infrastructure 144
runtime 247
scripts 260
SDK 356
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PowerShell (continued)
semantics 391
session 293
setting the exit code 210
snap-in 292
Software Developers Kit
282, 306
syntax, scriptblocks 215
type converter 359-360
type system 222, 233
variables 478
VBScript and Jscript 417
precision and converversion
56,79
predefined aliases 35
preference setting 264
prefix operators 74, 118
PrePostfixOperatorToken,
PowerShell grammar 529
PreRelease code, checking for
example 491
price element 336
primary key 518
primitive data type, XML 322
primitive types 341
printf debugging 270
private certificate, creating 462
private key 453
Problems with COM 399
process clause 204, 220
process current working
directory 356
process keyword 202
process streaming 46
processing
log files 298
RSS feed 391
text 297
processing strings 305
process-object clause 46
ProcessRecord clause 289
ProcessStartInfo object 471
ProglD 394
Apple iTunes 395
Microsoft Word 395
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programming 147
languages 215
patterns definition 215
prompt 34, 278
function 485
PROMPT variable
cmd.exe 484
powershell 485
prompting 271
properties 134, 225
WMI 435
XML 322
Properties member 234
Property 225
—property 21
property dereference
operator 132
property names 254
property setter method 324
property unification 224
propertyOrArrayReferenceOper-
ator, PowerShell
grammar 527
propertyOrArrayReferenceRule,
PowerShell grammar 527
PropertySet 225
prototypes 223
provider abstraction 305
provider infrastructure 309
property unification 224
ProviderPath 308
ps command 489
UNIX 490
PS* properties 224
.pslxml extension 244
PSBase 236, 325
PSBase property 302
WMI 424
PSCustomObject type 231
PSCustomType 242
PSDrives 307
PShost parameter 285
PSIsContainer 224
PSObject 58, 236
data binding 385

metaproperty 233
Synthetic object root 225
PSObject class 233
PSPath 235
PSScriptMethod object 239
PSScriptProperty 236
PSTypeConverter 84
public decryption key 453
public fields 222
public key 347
encryption 453
Public Key Infrastructure
(PKI) 454
public members 222
public methods 222
public properties 222
pure synthetic objects 242
definition 231
Put() method
Active Directory 513
WMI 435
pwd alias 308
PwrSpiral.psl script 388
Python 9, 108, 137, 191
lambda 216, 219
security 441

Q

quantifier, regex 304
query, XPath 337
quiet switch 321
quotation marks 29
quoting 38

for doskey macros 486

R

random number generator,
NET class 414

range operator 130

rangeExpressionRule, Power-
Shell grammar 527

RangeOperatorToken, Power-
Shell grammar 529

RawUI member 271
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read a single key 271
read console, $host 271
read methods, $host 270
ReadCount parameter 316, 326
Read-Host cmdlet 271, 466
reading a binary file 315
reading files in PowerShell 313
reading text files 313
ReadLine() method 271
call console subsystem 485
real path 308
Really Simple Syndication
RSS 4
recording errors 252, 255
—recurse 30
-recurse switch 30
recursive 199
recursive directory listing 189
recursive invocation 277
redefine functions 279
redirecting errors, to a file 253
redirecting the error stream 256
redirection 18, 52, 88,
205, 207, 263
error stream 253
redirection into a variable 253
redirection operator
138, 144, 253
design rational 102
RedirectionOperatorToken,
PowerShell grammar 528
redirectionRule, PowerShell
grammar 521
redraws the form 388
reduce the attack surface 445
reference types 70
ReferenceOperatorToken,
PowerShell grammar 529
Reflection.Emit 249
[regex] 77
Split() method 370
[regex] cast 304
[regex] class 303-304
-regex flag 164
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registry keys
COM 394
execution policy 451
regular expression engine 305
regular expressions 107-108,
164, 297, 303-304, 319, 350
default match 110
extracting text with 111
matching any character 112
matching the beginning of a
string 112
submatches 109
rehydrated data 509
relative paths 308
remainder 96
remedial action 256
remote access security 449
RemoteSigned 207
definition 451
remove a class definition 241
remove duplicates 301
remove functions 306
remove variables 306
Remove-Employee function,
example 517
Remove-Item cmdlet 306
removing items, hashtable 68
rename functions 221
rendered to displayable text 253
rendering an object 54
REP 6
-replace operator 109, 304,
402, 407
repository, WMI 435
repudiation, definition 444
request/response protocol 369
resize array 195
resizing form 376
Resolve-Path cmdlet 308, 357
response header, HTTP 370
restricted execution policy,
definition 451
retrieving a simple web page 391
return an enumerable object 353
return keyword 353

return statement 198, 209, 495

returning function objects,
ScriptControl 416

returning values 193
VBScript vs PowerShell 497

reverse a string 227

reverse an array 227

Reverse member 131

reverse method 228

reversed in place, arrays 228

rich error objects 252

rich objects 252

right aligned 138

right operand conversions 102

rmdir 52

roles, definition 446

root directory 88

routing, trace events 284

row styles 379

RSS 4

RSS feed 362
COM 407

Ruby 222

Run() method,
WScript.Shell 404

runas.exe command 469

runspace 356

runtime 257

runtime type casts 116

runtime type conversion
error 142

S

sandboxing, definition 449
save XML document 324, 326
scalar 158

scalar arguments 179
scalar comparisons 104
scalar value 75, 102, 158
scale() method 242
schtasks.exe 510

scientific notation 57
scope 267, 282

scope modifier 208
scoping rules 190, 208
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script author 264
script calls 273
calling another script 257
script commands 28
script debugging 252, 281, 294
script name 255
Script Property
getter method 229
setter method
implementation 229
setter scriptblock 229
script scoped 209
script signing 475
script tracing 271
[scriptblock] 77
scriptblock 170, 172, 215
argument 173
as event handlers 373
begin clause 219
construction 220
creating scopes 267
defines a function 221
end clause 219
in breakpoints 280
literal 219
parameter 302
process clause 219
security 471
syntax 220
scriptblock literal 219
ScriptCenter 425
ScriptControl object 437
Script host 415
scripting language 251, 297
security 442
scripting Windows 403
ScriptMethod 225, 227-228
ScriptProperty 225, 229
with NoteProperty 230
scripts 177, 205
exit code 261
running from cmd.exe 210
stream output 213

SDK 30

546

secondary prompt 21
secure by default 449
secure environment 443
secure hashes 441
secure hashing algorithm 453
secure scripts 440
Secure-by-Default 474
SecureString class 475
securing PowerShell
installations 465
security 206
alerts 443
consultant 446
model 445
modeling concepts 440
sed command, UNIX 492
select elements 230
XPath 338
Select() method 336
SelectNodes() method 339
Select-Object cmdlet 21, 230,
318, 460
constructing objects 427
member selection 232
Select-String cmdlet
319, 342, 482
self-signed certificate 458
definition 454
semicolon 43, 149, 152, 193
sending keystrokes 396, 438
SendKeys() method,
WScript.Shell 404
sensitive data, security 465
separator 208
sequence of digits 304
sequences of spaces 304
serialization 339
<SerializationDepth>
element 342
serialized with fidelicy 342
server applications 293
ServicePackInEffect field 505
set shell command, UNIX
shell 490

Set-AuthenticodeSignature
cmdlet, security 459
Set-Content cmdlet 145, 313
Set-EmployeeProperty function,
example 516
Set-ExecutionPolicy
cmdlet 206, 451
SetInfo() method, Active
Directory 514
setlocal/endlocal keywords 480
Set-PSDebug cmdlet
271, 275-276
settable property 227
SHA-1 (Secure Hash Algorithm,
version 1) 456
shadowing an existing
property 236
shared libraries 346
shell environments 46, 192, 333
shell function 28
shell language
existing standards 8
string-based 9
Shell. Application object 396,
402
ShellExecute API 471
Show() method 374
ShowDialog() method 374, 385
shredding objects 341
side-effects and the for
statement 154
sigils, Perl 493
sign scripts 458
signature 351
decrypt 453
signature information,
security 459
signing a script 453
signing authority 453, 460
signing certificate 464
creating 457
definition 454
signing infrastructure 452
Silently Continue, Error
Preference 262
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simpleLvalue, PowerShell
grammar 521
single precision 57
single quotes 39, 247
single string 326
single-threaded apartment (STA)
mode 417
slices 291
multi-dimensional arrays 132
using range operator 130
slicing 129, 131, 145
Snover, Jeffrey, PowerShell
Architect 95
software updates 251
sort 19
Sort cmdlet 301
Sort-Object cmdlet 68, 301
Sort-Unique 302
Soul of a New Machine 8
sourcing 211
space character 317
special behaviors operators 89
special characters 40
special variable 157
speech and PowerShell 415
spelling errors 410
split a document 301
split a field 298
Split() method 168
definition 299
example 99
method signature 299
splitting and joining strings 298
splitting into words 300
splitting strings 298
SplitStringOptions 299
Spoofing, definition 444
SQL injection attacks 448
SQL query 449
square brackets 133, 312
STA thread 417
standard classes, WMI 423
Standard Parameter,
ErrorVariable 257
standard preamble, WMI 426
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Start-LocalUserManager
command 470

Start-Sleep cmdlet 370

StartTime 104

state machine 333

state of interpreter 280-281

state transition, PowerShell
engine 292

state-machine pattern 331

statement list 265

statementBlockRule, PowerShell
grammar 520

statementList 151

statementListRule, PowerShell
grammar 520

statementRule, PowerShell
grammar 521

statements, flow-control
169, 175

StatementSeparatorToken,
PowerShell grammar 529

-static 77

static members 131, 223
accessing 136

static methods 136
reference operator 136

static typing 55

status variables 259

stderr 196

step parameter 275

stepping a script 277

stepping mode, exiting 279

stepping prompt 275

stepping through a script 275

Stop, Error Preference 262

stream combiner 140

stream merge operator
2>&1 253

stream of tokens 304

streaming 32, 46

streaming model 252

strict mode 271, 276

strict parameter, COM
issues 418

strict switch 393

STRIDE 474
definition 444
[string] class 304
[string], Join() method 326
[string], Trim() method 333
string 37, 164
executing 246
string concatenation 89, 180
string context 106
string expansion 178
suppressing 247
string format specifier
examples 137
string manipulation 362
string multiplication 92
String.Join method 135
StringReader object 336
strings 44
StringToken, PowerShell
grammar 528
strongly typed languages 142
structured error handling 252
structured programming 159
subclassing 223
subdirectories 30
subexpression 61, 119, 145,
150, 154, 187, 269
subexpressions 119
subshell 278
substring method 110, 135
subtraction 96
subtype 496
succeeded 110
Success property 305
Sum() method, adding 243
suppress all pattern matching
behavior 312
suspend feature 279
suspend operation 278
Suspend option 276-277
suspended session 277
swapping two files 144
swapping two variables 97
[switch] 77
switch parameters 188
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switch statement 112, 148,161,  System.Decimal 64 System. XML.XmIDocument

164, 189, 331 System.Delegate 373 322
security 473 System.Diagnostics.EventLog System.Xml.Xsl 339
switch value 162 505 SystemRoot environment

switches 188 variable 143

SwitchParameter 85

System.Diagnostics.Process

class 104
System.Double 64 T
System.Draw%ng namespace 388 b character 298
System.Dravag objects 379 tab completion 16, 459
System.Environment class 355 on properties 17
System.EventHandler 372-373

switchStatementRule, Power-
Shell grammar 522

synchronous callback 433

syntactic analysis 37

syntactic features 478
syntactic sugar 141
syntactically complete 44
syntax 06, 34, 135, 155
Set-PSDebug 271
throw statement 268
Trace-Command 284
trap statement 265
syntax error 149
Synthetic member
objects 230-231, 236,
239,512
alias property 225
definition 223
Synthetic Property 223-224
System.__ComObject 399
GUID 419
System.Array, extending 244
System.ArrayList type 359
[System.Collection.IEnu-
merator] 158
System.Collections.Array-
List 198
$error 256
System.Collections.Array-
List.Add() method 345

System.Collections.Generic. List

358
System.Collections.Hashtable

System.Int32 64, 75
System.Int64 64
System.I1O.File Class,
considerations 357
System.Management.Automa-
tion 76
System.Management.Automa-
tion.CommandInfo 216
System.Management.Automa-
tion.PSCustomObject 231
System.Management.Automa-
tion.PSObject 225
System.Management.Manage-
mentClass 431
System.Management.Manage-
mentObject 430
System.Management.Manage-
mentObjectSearcher 429

[system.net.webclient] type 361

System.Object, root of object
hierarchy 225
System.Reflection
namespace 420
System.Reflection.Assembly
347
System.Security.SecureString
466, 469
System.String 77
testing types 226

on variables 16
TabExpansion function 17
table layout 384
TableLayoutPanel 380, 384

WinForms 385
tabs and spaces 298
tampered with 453, 461
Tampering, definition 444
target object 257
Targetlnstance property,

WMI 434

TargetObject member 255, 259

task scheduler 510

TCL/TK 371

telecommunications 7

template 222

temporary file 144, 319

temporary Internet files 310

Terminal Server service proper-
ties, listing 501

terminate part of an
operation 264

terminate PowerShell
session 293

terminating error 252, 261,
264-265, 269, 288, 294
definition 265
exception 265

terminator 43

terminology 27

67 System.Text.RegularExpressions.  test(1) command 102
System.Data.SqlClient.SqlCom Match 305 Test-Path cmdlet 141
mand 355 System.Timers namespace 349  text box 380

text files 297
text operations 342

System.Datetime 95
System.DateTime class 95

System.Timers.ElapsedEvent-
Handler 350
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text processing operators 298
text, dealing with 297
Thompson, Ken 108
threat modeling 443, 474
threat to system, definition 444
three clauses 203
throw "My Message!" 268
throw an exception 267
throw ErrorRecord objects 268
throw keyword 268
throw nothing 268
throw statement
188, 268-269, 294
timer control 390
interval 390
title bar 373
title nodes 336
title of the window 400
tlbimp.exe utility, COM
interop 419
tokenization 37, 304
cmd.exe vs powershell 483
tokenize a string 304
tokens 37, 150
Tom's Hardware 442
Tool Command Language 371
tools and techniques, script
debugging 294
top-level document 325
top-level match 110
ToString() method 238, 242,
274,318
on scriptblocks 248
total number of bytes 315
TotalCount parameter 316
ToUpper() method string 492
Trace Category
parameterbinding 285
typeconversion 285
trace events 284-285
trace listener 284
trace log 291
trace messages 290
trace mode 272
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trace records 284
Trace-Command cmdlet
48, 284, 290
trace-command cmdlet
270, 283
tracing 252
capabilities 270
function calls 273
mechanism 283
parameter binding 287
type conversions 285
variable assignments 273
traditional scripting
languages 252
transcendental functions 479
transfer error control 265
transformation 230
transitional 35
translucency 388
trap all exceptions 265
trap block 266
trap handler 266
trap statement 265, 282, 384
trapStatementRule, PowerShell
grammar 524
triggered 165
Trojan Horse attack,
definition 450
truncated, tracing display 274
trusted third party
organizations 454
try/catch pattern 267
type accelerator 430, 437
type configuration files 244
type constraints 184
multiplication and arrays 94
type conversion 90, 185,
285, 323
in multiple assignment 99
messages 290
operators 89
tracing mechanism 103
Type extension 243
type files, loaded at startup 243
type library 419

type literal 75, 116, 285-286
use with static members 136
type parameter 253, 358
generics 360
type parameters 181
Type Shortcut
[char] 316
regex] 304
string] 298
void] 495
WMI] 429
WMICLASS] 429
WMISEARCHER] 429
[xml] 322
type system definitions,
updating 244
type system plumbing 233
type-constrained variable
91, 185, 496
TypeConverter 84
typeless parameters 55, 79, 183
TypeNames 234
type-promiscuous 56

types 55

explicit operations 116
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implicit operations 116

types files, default installed 244

U

UI member, $host 270
unary operators 117, 352
UnaryOperatorToken, Power-

Shell grammar 529
unauthorized script 445
unbound mandatory

parameter 288-289
unconstrained 184
undefined variable 156, 276
underlying store, WMI 435
Unicode 60, 141, 314
unified namespaces 142
uninitialized variable 141
unique parameter 301
unique words 301
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universal support for
wildcards 309

UNIX 6, 8,108, 192, 211, 259

UNIX shell 306, 476

unqualified operators, case insen-
sitive by default 101

unravel 158, 353

unrestricted execution policy,
definition 451

unsigned script 458

untrusted directory 450

untrusted source 370

untyped 181

Update-TypeData cmdlet 244

uppercase letters 320

URL 364

url member 401

USB device 434

use additional assemblies 347

user interface programming 385

user-defined function 289

UserName property,
ProcessStartInfo 471

UTF8 141

Vv

validation 230
security 473
value expressions 100, 176
value member 236, 305
valueRule, PowerShell
grammar 527
values from the pipeline 289
variable 18, 21, 141
$ErrorActionPreference 262
$host 270
drive 306
expanding 247
variable assignment, tracing 273
variable declaration 141
variable interpolation 247
variable name notation 143
variable namespace 88, 146
variable reference 39
variable scope modifiers 193
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variable syntax 221
in cmd.exe 144
variable type attribute 142
VariableToken, PowerShell
grammar 528
VB.Net 437
VBScript 9, 108, 393,
415, 437, 496
code 425
date converter function 427
example 425
function 416, 427
WMI 423
WSeript.Shell 403
VBScript CodeObject,
ScriptControl 415
VBScripts, that use WMI 426
vevarsall.bat 483
verb-noun 34
verbose tracing mechanism
286, 289
version tolerant scripts 112
virtual memory 465
virtual method 233
visibility of variable 156, 190
Vista 442
Visual Basic 276
visual effects 390
Visual Studio 376
SDK directory 455
VMS 81
voidable statements 119
voided by default, C# vs
PowerShell 495
vulnerability 446
definition 444

w

WaitForNextEvent() method,
WMI 434

WhbemScripting. SWbem-
DateTime, COM 429

web server 364

web server in PowerShell 391

WebClient API 362

well formed 112
where alias 105
Where-Object cmdlet 170-171,
173, 176, 215-216, 471
wheres Function
original version 472
safe version 473
while loop 23, 149, 151
whitelisting, definition 446
whitespace 50, 149, 298
WhiteSpace character class 298
widening
definition 56
rules 92
unexpected results 103
width of display 49
Wiktionary website 405
wildcard expressions 107
wildcard meta-characters 309
-wildcard option 163
wildcard pattern 163-164, 310
character ranges 107
matching a single
character 107
matching string of
characters 107
wildcards and quoting 309
Win32_AddRemovePrograms,
WMI class 423
win32_logicaldisk 22
WIN32_LogicalDisk class,
WMI 435
Win32_Process class 432
WMI 423, 429
window title, console
window 485
Windows calculator
application 404, 432
Windows calculator
applet 379
Windows Data Protection API
(DPAPI) 467
Windows event log 291
Windows Forms
application 376
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Windows Forms assembly 376
Windows GUI application,
COM 404
Windows installation
directory 315
Windows PowerShell in
Practice 293
Windows scripting tools
393, 437
Windows server
applications 421
Windows system
administrators 429
Windows() method, Shell 397
Windowslnstaller object,
COM 420
WindowsUpdate.log 167
winform library 376
winform.psl 377
WinForms 4, 371
assembly 372
graphics programming 387
WinHTTP class
COM 407
request object 408
wizard 463
WMI 58, 393
dates 428
DMTEF 422
documentation 423
events 433
in PowerShell 434
methods 424, 433
methods and events 438
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objects 435
path 430
query 432
samples and resources,
adapting 436
types 438
WMIDateStringT'oDate
Function 428
Word document 411
Word.Application 418
worker function 240
wrapping objects, object
adaptation 233
write binary files, -encoding
parameter 318
write events 510
write messages, $host 270
write methods, $host 270
WriteEntry() method,
eventlog 510
Write-Host cmdlet 270-271
write-object 198
write-output 29
writing files 318
Writing Secure Code 445
writing secure code 474

WScript.Shell class, COM 403

X

xargs command 489

XML 49, 223, 287,297, 322
Active Directory 515
attribute 326
configuration files 243

dealing with 297
document 322, 334, 338
document navigation 336
DOM 327, 394
element 330
fragment 337
pretty-printer 327
reader class 327
[xml] 77
type accelerator 430
XmlDocument object 339
XmlElement object 339
XmlNode object 324
XMLReader class 343
XmlReader object 330, 333
XPath 334
document 336
examples 335
navigator 336
query 336
XPathDocument object 336
XPathNavigator.Select()
method 339
XSLT 339
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